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Abstract
This manual documents the MySQL Enterprise Monitor version 3.1.7.
For notes detailing the changes in each release, see the MySQL Enterprise Monitor 3.1 Release Notes.
For legal information, see the Legal Notice.
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your issues with other MySQL users.

For additional documentation on MySQL products, including translations of the documentation into other
languages, and downloadable versions in variety of formats, including HTML and PDF formats, see the MySQL
Documentation Library.

Licensing information.  This product may include third-party software, used under license. See this document
for licensing information, including licensing information relating to third-party software that may be included in this
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Chapter 1 MySQL Enterprise Monitor Introduction and
Architecture

Table of Contents
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Important

A This document is updated frequently. The most up-to-date version of
this document is available at this location: MySQL Enterprise Products
Documentation.
Note

@ MySQL Enterprise Monitor is available as part of the MySQL Enterprise

subscription, learn more at http://www.mysql.com/products/.

MySQL Enterprise Monitor is a companion product to MySQL Server that enables monitoring of
MySQL instances and their hosts, notification of potential issues and problems, and advice on how to
correct issues. MySQL Enterprise Monitor can monitor all types of installation, from a single MySQL
instance to large farms of database servers. MySQL Enterprise Monitor is a web-based application,
enabling you to monitor MySQL instances on your network or on a cloud service.

This chapter describes the components of a MySQL Enterprise Monitor installation and provides a
high-level overview of MySQL Enterprise Monitor architecture.

1.1 MySQL Enterprise Monitor Component Overview

The architecture of a typical MySQL Enterprise Monitor installation is shown in the following figure:

Figure 1.1 MySQL Enterprise Monitor Architecture
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MySQL Enterprise Monitor Agent

» MySQL Enterprise Monitor Agent monitors the MySQL instances and hosts, and collects data
according to a defined schedule. The collection data is sent to the MySQL Enterprise Service
Manager for analysis and presentation.

* MySQL Enterprise Service Manager analyzes, stores and presents the data collected by the agent.

* MySQL Enterprise Monitor Proxy and Aggregator intercepts queries as they are transmitted from
client applications to the monitored MySQL instance and transmits them to the MySQL Enterprise
Service Manager for analysis by the Query Analyzer.

It is also possible to perform what is called an Agent-less installation, where the Agent is not installed
on the host machines, and all monitoring is done by the MySQL Enterprise Service Manager's built-in
Agent.

Figure 1.2 MySQL Enterprise Monitor Agentless Architecture
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Important
A For performance reasons, the agentless installation is not recommended for

monitoring large implementations. It is useful for testing, or very small-scale

implementations. It is strongly recommended to install an agent on each host.

1.2 MySQL Enterprise Monitor Agent

The Agent collects data from the monitored instance and host, and transmits that data to the MySQL
Enterprise Service Manager. The Agent can be installed on the same host as the MySQL instance or
on a different host.

» Provides the direct monitoring of the MySQL server, including checking the server accessibility,
configuration, obtaining the server ID, and setting up the environment to enable collecting more
detailed information. In addition to the information accessible by accessing variable and configuration
information within the server, other configuration parameters, such as the replication topology, are
also collected from the server.

» Collects the operating system specific information, including RAM, disk storage and other data.

Note
@ The Agent can collect host data for the server on which it is installed, only. It
cannot collect such data for a remotely monitored host.




MySQL Enterprise Service Manager

 Collects the data from the server, including obtaining the values and configuration of the MySQL
server, status variables and other information.

» Communicates with the MySQL Enterprise Service Manager. Data is collected at scheduled intervals
according to the schedule defined on the Advisors. This information is then sent to the MySQL
Enterprise Service Manager.

» For MySQL 5.6.14 and greater, the Agent also collects digested query data from the Performance
Schema and populates the Query Analyzer.

Important

A If an Agent monitors a MySQL instance remotely, it cannot monitor the host and
can only collect data from the monitored MySQL instance.

The Agent runs as a service. The data collected by the Agent is defined by enabling, or disabling,
MySQL Enterprise Monitor Advisors.

1.3 MySQL Enterprise Service Manager

MySQL Enterprise Service Manager is the central hub of the MySQL Enterprise Monitor installation and
is responsible for the following:

* Receiving and storing information from the Agents.

» Configuring the types of information collected by the Agents.

* Analyzing the collected data using the Advisors.

» Generating alerts and sending mail or SNMP notifications based on the Advisor configuration.
 Displaying the collected data, events and notifications.

» Graphing and reporting on the collected data.

» Analyzing the SQL queries performed on the monitored instance, in real-time, using the Query
Analyzer.

MySQL Enterprise Service Manager is a web application which runs on the Apache Tomcat server.

MySQL Enterprise Service Manager also contains its own Agent which, in a default installation, is used
to monitor the repository and host. It can also be used to monitor other, remote MySQL instances. This
Agent is installed automatically, as part of the MySQL Enterprise Service Manager installation.

MySQL Enterprise Service Manager Repository

The repository is a MySQL instance which stores all data collected by the Agent. The majority of the
data collected by the Agent is analyzed on-the-fly by the Advisors, then stored in the repository. The
graphs and reports utilise the stored data to present information in the MySQL Enterprise Monitor User
Interface.

MySQL Enterprise Monitor installer installs and configures the MySQL repository. It is also possible to
use an existing MySQL instance for this purpose.

MySQL Enterprise Monitor User Interface

The MySQL Enterprise Monitor User Interface is a web-based interface to the MySQL Enterprise
Service Manager. MySQL Enterprise Monitor User Interface provides a quick overview of the current
status of your hosts and MySQL instances, and enables you to drill down into the current status,
events, and historical information submitted by each MySQL Enterprise Monitor Agent.




MySQL Enterprise Advisors

The main features of the MySQL Enterprise Monitor User Interface include:

» A simple Overview dashboard that gives an overview of the current health and status of all assets,
a list of top critical and emergency events that should be handled, and graphs that relay database
statistical information.

» The Configuration page lets you customize the Advisors and Event Handlers for your system. For
example, this includes setting thresholds for Advisors, and email addresses to send alerts.

» The Query Analyzer page helps you identify problematic queries.
» The Replication dashboard monitors the structure and health of your replication environment.
* The Events page lists all monitored events, which can be sorted and searched.

» The MySQL Instances dashboard lists all monitored MySQL instances, which can be analyzed,
configured, and grouped.

» The Graphs & Reports section includes graphs with compiled data for your system that are updated
according to the chosen assets. This includes the All Timeseries Graphs and InnoDB Buffer Pool
Usage graph pages.

» The What's New? tab gives a live connection to the My Oracle Support site, with news about the
latest releases, critical fixes and patches, current service requests, and suggestions for completing
your installation.

MySQL Enterprise Advisors

Advisors filter and evaluate the information broadcast by the Monitoring Agents and present it to the
Events page when the defined thresholds are breached. They also present advice on what caused

the breach and how to correct it. There are more than 200 Advisors, all of which are enabled by
default. Thresholds are the predefined limits for Advisors. If the monitored data breaches the defined
threshold, an event is generated and displayed on the Events page. Advisor thresholds use a variety of
different value types, depending on the monitored value. Some use percentages, such as percentage
of maximum number of connections. Others use timed durations, such as the average statement
execution time. It is also possible to check if specific configuration elements are present or correct.

The following types of Advisor are provided:

e Administration: Checks the MySQL instance installation and configuration.

« Agent: Checks the status of each MySQL Enterprise Monitor Agent.

» Availability: Checks the availability of the MySQL process and the connection load.

» Backup: Checks whether backup jobs succeed or fail, required resources, and information about
MySQL Enterprise Backup specific tasks.

» Cluster: Checks the status of the monitored MySQL Cluster.
* Graphing: Data for graphs.

* Memory Usage: Indicate how efficiently you are using various memory caches, such as the InnoDB
buffer pool, MylISAM key cache, query cache, table cache, and thread cache.

* Monitoring and Support Services: Advisors related to the MySQL Enterprise Monitoring services
itself.

» Operating System: Checks the Host Operating System performance.
» Performance: Identifies potential performance bottlenecks, and suggests optimizations.

* Query Analysis: Advisors related to Queries and Query Analysis.




Events and Notifications

» Replication: Identifies replication bottlenecks, and suggests replication design improvements.
» Schema: Identifies schema changes.

e Security: Checks MySQL Servers for known security issues.

It is also possible to create custom Advisors.

The Advisors configure the type of data collected by the Agent. If you do not want to monitor for a
specific type of data, disabling the Advisor responsible for that data type instructs the Agent to stop
collecting that data.

Events and Notifications

The MySQL Enterprise Service Manager alerts you of Threshold breaches in the following ways:

» Events: If an Advisor's defined Threshold is breached, an Event is generated and displayed on the
Events page. This is the default alert method.

 Natifications: MySQL Enterprise Service Manager can be configured to send alerts by e-mail, or
SNMP traps. These methods must be configured and are not enabled by default.

Query Analyzer

The Query Analyzer enables you to monitor all SQL statements executed on the monitored MySQL
databases. The query data can be provided in one of the following ways:

» Performance Schema: for monitored versions of MySQL 5.6.14 or higher, the Agent retrieves query
information from the Performance Schema.

» MySQL Enterprise Monitor Aggregator; aggregates raw query statistics taken directly from client
connections, but analyzed out-of-band and transmitted to the MySQL Enterprise Service Manager
saving memory and processing overhead for client statements. MySQL Enterprise Monitor
Aggregator can provide data from the Connector/PHP or, when used with the MySQL Enterprise
Monitor Proxy, directly from the client application.

For more information, see Chapter 11, Proxy and Aggregator Installation

» MySQL Connectors: combined with the corresponding MySQL Enterprise Plugin can provide tracing
and statistical information directly to MySQL Enterprise Service Manager.

For more information, see Chapter 12, Configuring Connectors

Important

A Currently, it is possible to use only one source for the Query Analyzer. That is,
if you are using MySQL Enterprise Monitor Proxy and Aggregator, you must
deactivate Performance Schema on the monitored instance. The same is true
if you are using MySQL Connectors to aggregate query data for the Query
Analyzer.

1.4 MySQL Enterprise Monitor Proxy and Aggregator

The MySQL Enterprise Monitor Aggregator collects and summarizes the raw query statistics sent from
the client application. This data is sent to the MySQL Enterprise Service Manager where it populates
the Query Analyzer.

The MySQL Enterprise Monitor Aggregator requires a framework, or chassis, to handle the
communications between the client application and MySQL instance, and to enable the MySQL
Enterprise Monitor Aggregator to communicate with the MySQL Enterprise Service Manager. The
following frameworks are available:




MySQL Enterprise Monitor Proxy and Aggregator

» MySQL Enterprise Monitor Proxy: the Proxy functions as the communications chassis for the
Aggregator and is responsible for intercepting the communications between the client application
and the MySQL instance. This enables the Aggregator to collect the raw query data sent from the
client application to the MySQL instance. The MySQL Enterprise Monitor Proxy and Aggregator
installer can install and configure both Proxy and Aggregator, or a standalone Aggregator if one
of the MySQL connectors is used as the communications chassis. The client application must be
configured to communicate with the MySQL Enterprise Monitor Proxy.

» MySQL Connectors: the MySQL Connectors enable communication between the client application
and the MySQL instance. If you intend to use a MySQL Connector as the communications
framework for the MySQL Enterprise Monitor Aggregator, you must configure the Connector to
communicate with the Aggregator. If you use a Connector with the Aggregator, you do not need to
install the MySQL Enterprise Monitor Proxy.

Important

A Currently, the Aggregator is only required by the MySQL Enterprise Plugin
for Connector/PHP. The other connectors can be configured to communicate

query data with MySQL Enterprise Service Manager and do not require MySQL
Enterprise Monitor Aggregator.
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This section provides a high-level overview of the differences between this release and its predecessor.
2.1 Security

Access Control Lists

MySQL Enterprise Monitor 3.1 introduces Access Control List (ACL) support. MySQL Enterprise
Monitor ACL enables the following:

« Define visibility: strictly limit access to specific groups of assets or grant access to all assets.

» Define Roles: rather than define permissions per user, as in previous releases, permission sets are
defined in roles and multiple users can be assigned to each role. It is also possible to assign users to
multiple different roles.

* Restrict access to sensitive data: grant or deny rights to view specific types of potentially sensitive
data, such as Query Analyzer data.

» Authenticate using external services: map your users to roles defined in LDAP or Active Directory.

For more information, see Chapter 24, Access Control and Chapter 25, Access Control - Best
Practices.

MySQL Enterprise Firewall Monitoring

The MySQL Enterprise Firewall plugin hardens MySQL against threats such as SQL injection or
attempts to exploit applications by using them outside of their legitimate query workload characteristics.
MEM 3.1 notifies you if a potential security threat has been identified and provides pro-active
configuration advice if your settings can be improved. View graphs of Access Denied, Access Granted
and Suspicious Access counters over time for the MySQL instances you wish to safeguard. For more
information on MySQL Enterprise Firewall, see MySQL Enterprise Firewall.

MySQL Enterprise Audit Monitoring

Monitor and enforce MySQL Enterprise Audit configuration and usage across all of your MySQL
servers. MEM 3.1's policy-based Advisor and event-handling track and inform you about MySQL
Enterprise Audit status (enabled/disabled), write waits, and lost events to help you ensure best
practices and regulatory compliance. For more information on MySQL Enterprise Audit, see MySQL
Enterprise Audit.

2.2 Performance Tuning

Identify 1/0 hot spots and lock wait contention in your application using the new Database File I/O and
Lock Waits reports. These reports utilize sys schema which can be installed on the selected instance
from within MySQL Enterprise Monitor. For more information, see Section 19.2, “Database File 1/0 and
Lock Waits”.

Note
@ sys schema is supported on MySQL 5.6 and higher, only.
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Usability

2.3 Usability

The following changes were made to the user interface.

* New and improved Group Editor available from the Settings menu.
» New User and Roles editor available from the Settings menu.

» Customizable graphs on the Overview dashboard.

* New File I/O and Lock Waits reports and graphs available from the Reports & Graphs page.
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This chapter describes the process of installing the MySQL Enterprise Monitor on all operating
systems.

A working installation requires the following:

* One MySQL Enterprise Service Manager. It stores its data in a database repository. You can use
an existing MySQL instance for the repository, or set up a separate instance as part of the MySQL
Enterprise Service Manager installation. See Chapter 4, Service Manager Installation.

» Optionally (but recommended), one or more MySQL Enterprise Monitor Agents, one for each host
to monitor. Install the MySQL Enterprise Service Manager first, because the Agent installation asks
for credentials and network settings that you choose as you install the MySQL Enterprise Service
Manager.

To minimize network overhead, install the Agent on the same machine that hosts the monitored
MySQL server, but you can install it on any machine that has network access to both the monitored
MySQL server and the MySQL Enterprise Monitor User Interface. In other words, an agent may
monitor either locally, remotely, or both.

Note
@ While it is possible to use a single agent to monitor multiple hosts, it is not
recommended for performance reasons.

The Agent monitors the MySQL server, and transmits health and usage data back to the Service
Manager. The Advisors interpret the results, which are displayed in the browser-based MySQL
Enterprise Monitor User Interface.

After installing and starting the Service Manager and Agents, configure the settings in the MySQL
Enterprise Monitor User Interface, as explained in Section 4.5, “MySQL Enterprise Service Manager
Configuration Settings”.

3.1 Installer Files

The MySQL Enterprise Monitor files include:

* MySQL Enterprise Service Manager, MySQL Enterprise Monitor User Interface, and Advisors
for the platform that you intend to execute the MySQL Enterprise Service Manager on.
For a new installation, this installer is named nysql noni t or - ver si on-pl at f orm
i nstal | er. extension. For an upgrade installation, this installer is named
nysql noni t or - ver si on- pl at f orm updat e-i nstal | er. ext ensi on.

* One or more MySQL Enterprise Monitor Agent, one for each host. In this default scenario, the Agent
installed on the same machine as a monitored MySQL instance, make a list of the platforms your
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MySQL servers run on, then download the Agent installer package for each of those platforms. For
a new Agent installation, this installer is named nysqgl noni t or agent - ver si on-pl atform

i nstal | er. extensi on. For an upgrade Agent installation, this installer is named

nmysql noni t or agent -ver si on-pl at f ormupdat e-i nstal | er. ext ensi on.

3.2 Prerequisites

This section describes the prerequisites for a successful MySQL Enterprise Monitor installation.

3.2.1 System Requirements

This section describes the minimum and recommended system requirements for a successful MySQL
Enterprise Monitor installation.

Minimum Hardware Requirements
This section describes the minimum hardware requirements for the Enterprise Service Monitor.
» 2 CPU Cores
« 2GB RAM
 Disk I/O subsystem applicable to a write-intensive database
Recommended Hardware Requirements
This section describes the recommended hardware requirements for the Enterprise Service Manager.
* 4 CPU Cores or more
* 8 GB RAM or more
* RAID10 or RAID 0+1 disk setup
MySQL Enterprise Monitor Disk space Requirements

The following table lists the minimum disk space required to install the Enterprise Service Manager and
Monitoring Agent for each platform.

Table 3.1 Disk space Required

Platform Minimum Disk space Required by Minimum Disk space Required by
Service Manager Monitoring Agent

Linux x86 32-bit N/A 600 MB

Linux x86 64-bit 1.3GB 800 MB

Mac OS X 1.2GB 700 MB

Solaris x86 64-bit 1.8 GB 800 MB

Solaris Sparc 64- [1.7 GB 600 MB

bit

Free BSD N/A 300 MB (the FreeBSD installation

does not include a JRE. It is assumed
a compatible JRE is present on the

system.)
Windows x86 32- |N/A 500 MB
bit
Windows x86 64- |800 MB 500 MB
bit
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Important

A The minimum disk space values for the Monitoring Agent include the disk space
required by the backlog. The backlog is used if the agent loses contact with the
Service Manager and cannot transmit the collected data. The collected data
is stored on the agent's local file system until communication with the Service
Manager resumes. Once normal communication is resumed, the entire backlog
is transmitted, then deleted from the agent's local file system.

If you choose to install the bundled MySQL Server with the Enterprise Service Manager, you must
also consider the amount of disk space required by the database. This value cannot be predicted as it
depends on load, number of monitored instances, and so on.

Important

A If you are upgrading from a previous version of MySQL Enterprise Monitor,
the upgrade process can create a full backup of all settings, including the local
MySQL database used for the repository. This can result in a very large backup
directory, several gigabytes in size, depending on the number of monitoring
agents, and server load. Before upgrading, check the size of your existing
installation and ensure you have enough disk space to run the upgrade. The
upgrade also requires enough disk space for temporary files created by the
upgrade process.

3.2.2 Supported Platforms

The supported platforms for MySQL Enterprise Service Manager and MySQL Enterprise Monitor Agent
are listed at the following locations:

» MySQL Enterprise Service Manager Supported Platforms

» MySQL Enterprise Monitor Agent Supported Platforms

For platform support updates, see MySQL Product Support Announcements.
General Platform Recommendations

The following are recommended:

» Ensure that your Service Manager and Agent hosts are synchronized to the same time server. It is
important that all times are properly synchronized.

» Ensure that your Service Manager and Agent hosts use different SSH host keys before installing.

e The MySQL Enterprise Service Manager installation generates a self-signed certificate during the
installation process. This certificate generation requires a valid, resolvable hostname. If the host
on which you install the MySQL Enterprise Service Manager does not have a valid hostname, the
installation will fail.

Note

@ To install the MySQL Enterprise Monitor Agent on Linux systems, you must
have the Linux Standards Base (LSB) initialization functions installed. To check
the existence of the LSB components, look for an LSB package within your
Linux package management environment. For example, on RedHat and other
RPM-based distributions:

shell> rpm-qga | grep -i Isb
redhat - | sb-3. 1-19. f c8. x86_64
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MySQL Enterprise Monitor Repository

Under Debian/Ubuntu:

shel | > dpkg -1 |grep -i |sb

ii |sb-base 3. 2- 20ubunt u4
Li nux Standard Base 3.2 init script function

ii |sb-rel ease 3. 2- 20ubunt u4

Li nux Standard Base version reporting utility

Alternatively, you can use the | sb_r el ease command. Existence of this
command normally indicates that the current distribution is LSB compliant.

MySQL Requirements
This section describes the MySQL Server requirements for MySQL Enterprise Monitor installation.

e The Enterprise Server Manager repository requires MySQL Server 5.6.14 or higher. The MySQL
Enterprise Service Manager installation includes the latest version of MySQL Server. If you intend
to use a MySQL repository other than the one bundled in the MySQL Enterprise Service Manager
installation, it is recommended that you use the latest MySQL 5.6.x, or 5.7.x version.

« If you have previously configured a default login path on the same machine on which you are
installing MySQL Enterprise Service Manager with the bundled repository, you must delete the cnf
in which the default login details are defined before installing. If a default login path is defined, the
installation fails to complete. It is recommended to install MySQL Enterprise Service Manager on a
dedicated server.

* The Monitoring Agent can monitor any version of MySQL Server from version 5.5 onwards.

Important

versions 5.7.0 to 5.7.5 are not supported. MySQL Enterprise Monitor supports

A It is not possible to monitor pre-GA versions of MySQL 5.7. That is, MySQL
monitoring of MySQL 5.7.6 onwards.

e The monitoring Agent always uses PERFORVANCE SCHENA. GLOBAL _STATUS on MySQL 5.7
versions, and supports both modes of show conpati bility 56 from MySQL 5.7.9 onwards.

Note
@ To monitor versions of MySQL 5.7.8, show_conpati bi | i ty_56 must be
set to OFF.

3.2.3 MySQL Enterprise Monitor Repository

The Enterprise Service Manager requires a repository to store its data. The installer optionally installs
a local, clean repository for this purpose. However, you can choose not to install the bundled MySQL
Server and use another repository instead. This repository can be on the same machine as the
Enterprise Service Manager, or on a remote machine.

Important

A It is strongly recommended that you use the bundled MySQL instance as the
MySQL Enterprise Monitor repository. Only use an external repository if you
have a compelling business reason for doing so.

The bundled MySQL instance has been comprehensively tested and tuned for
use with the MySQL Enterprise Service Manager

The MySQL Enterprise Monitor upgrade installer can only upgrade a bundled
MySQL, not an external one.
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Credentials Required for Installation

The various scripts delivered with MySQL Enterprise Service Manager only
work with the bundled MySQL.

The repository instance must be present before starting the MySQL Enterprise Monitor installation.
Important
A It is strongly recommended you use a clean installation of MySQL Server as the
Enterprise Service Manager repository and do not use this server for any other

purpose.

You must make several configuration changes to enable it for use as the
repository.

Ensure the following:

» The MySQL Server version is 5.6.14 or higher, or 5.7.9, or higher.

Monitor repository. If you attempt to install MySQL Enterprise Service
Manager and use one of these versions, the installer displays and error and
will not proceed.

Note
3 | It is not possible to use MySQL 5.1.x, or 5.5.x, for the MySQL Enterprise
* The InnoDB storage engine is available.
* SSL is enabled.
You must ensure the following in the MySQL Server configuration:
* Query Cache must not be enabled.
» Setinnodb file per_table=1.

e Setinnodb_file_formt=Barracuda.

e On Linux/Unix hosts, ensure i nnodb_f | ush_net hod=0 _Di r ect , except on Solaris if ZFS is used.
If using ZFS, comment out this parameter.

 Itis recommended to seti nnodb | og fil e size=2048M

» Define a Service Manager user to enable the MySQL Enterprise Service Manager to connect to, and
modify, the repository. This user must have the following privileges:

¢ All privileges on nents * tables
e CREATE and | NSERT on nysql . i nvent ory
e REPLI CATI ON CLI ENT, SUPER, PROCESS, and