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What is the AWS SDK for Java 2.x

The AWS SDK for Java provides a Java API for AWS services. Using the SDK, you can build Java
applications that work with Amazon S3, Amazon EC2, DynamoDB, and more.

The AWS SDK for Java 2.x is a major rewrite of the version 1.x code base. It's built on top of Java 8+
and adds several frequently requested features. These include support for non-blocking 1/0 and
the ability to plug in a different HTTP implementation at runtime.

We regularly add support for new services to the AWS SDK for Java. For a list of changes and
features in a particular version, view the change log.

Get started with the SDK

If you're ready to get hands-on with the SDK, follow the Getting started tutorial.

To set up your development environment, see the section called “Setting up”.

If you're currently using version 1.x of the SDK for Java, see Migrate to version 2 for specific
guidance.

For information on making requests to Amazon S3, DynamoDB, Amazon EC2 and other AWS
services, see Use the SDK for Java and Work with AWS services.

Develop mobile applications

If you're a mobile app developer, Amazon Web Services provides the AWS Amplify framework.

Maintenance and support for SDK major versions

For information about maintenance and support for SDK major versions and their underlying
dependencies, see the following topics in the AWS SDKs and Tools Reference Guide:

o AWS SDKs and Tools Maintenance Policy

« AWS SDKs and Tools Version Support Matrix

Get started with the SDK 1
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Additional resources

In addition to this guide, the following are valuable online resources for AWS SDK for Java
developers:

AWS SDK for Java 2.x AP| Reference

Java developer blog

Java development topic in AWS re:Post

SDK source on GitHub
AWS SDK Code Examples library

@awsforjava (Twitter)

Contribute to the SDK

Developers can also contribute feedback through the following channels:

o Submit SDK issues on GitHub
 Join an informal chat about the SDK on the AWS SDK for Java 2.x gitter channel
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Getting started with the AWS SDK for Java 2.x

The sections in this topic walk you through the essential steps to begin building Java applications
that connect to AWS service. The sections cover setting up your development environment with
Java and build tools like Maven or Gradle, configuring secure authentication to AWS, and creating
your first working application through a hands-on tutorial. This beginner-friendly topic serves

as your entry point to AWS development with Java, providing the foundation you'll need before
exploring more advanced features.

Contents
» Setting up the AWS SDK for Java 2.x

« Setup overview

« Install Java and a build tool to work with the AWS SDK for Java 2.x

« Set up an Apache Maven project that uses the AWS SDK for Java 2.x
 Prerequisites

Create a Maven project

Configure the Java compiler for Maven

Declare the SDK as a dependency

Set dependencies for SDK modules

« Build the entire SDK into your project

Build your project
« Set up a Gradle project that uses the AWS SDK for Java 2.x
» Set up a GraalVM Native Image project that uses the AWS SDK for Java 2.x

« Prerequisites
» Create a project using the archetype

 Build a native image
« Authenticating with AWS using the AWS SDK for Java 2.x

« Set up for authentication

1. Setup for single sign-on access for the SDK

e 2.Sign in using the AWS CLI

« Additional authentication options

» Creating a simple application using the AWS SDK for Java 2.x
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« Step 1: Set up for this tutorial

Step 2: Create the project

Step 3: Write the code

Step 4: Build and run the application

e Success

» Cleanup
Next steps

Setting up the AWS SDK for Java 2.x

This section provides information about how to set up your development environment and projects
to use the AWS SDK for Java 2.x.

Setup overview

To successfully develop applications that access AWS services using the AWS SDK for Java, the
following conditions are required:

» The Java SDK must have access to credentials to authenticate requests on your behalf.

« The permissions of the IAM role configured for the SDK must allow access to the AWS services
that your application requires. The permissions associated with the PowerUserAccess AWS

managed policy are sufficient for most development needs.
« A development environment with the following elements:

» Shared configuration files that are set up in at least one of the following ways:

« The config file contains IAM Identity Center single sign-on settings so that the SDK can get
AWS credentials.

« The credentials file contains temporary credentials.

An installation of Java 8 or later.

A build automation tool such as Maven or Gradle.

A text editor to work with code.

(Optional, but recommended) An IDE (integrated development environment) such as IntelliJ
IDEA, Eclipse, or NetBeans.
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If you use IntelliJ IDEA, you can also add the AWS Toolkit for IntelliJ IDEA to integrate AWS
services directly into the IDE to help you streamline development.

« An active AWS access portal session when you are ready to run your application. You use the
AWS Command Line Interface to initiate the sign-in process to IAM Identity Center's AWS access
portal.

/A Important

The instructions in this setup section assume that you or organization uses IAM Identity
Center. If your organization uses an external identity provider that works independently of
IAM ldentity Center, find out how you can get temporary credentials for the SDK for Java to
use. Follow these instructions to add temporary credentials to the ~/.aws/credentials
file.

If your identity provider adds temporary credentials automatically to the ~/.aws/
credentials file, make sure that the profile name is [default] so that you do not need
to provide a profile name to the SDK or AWS CLI.

Install Java and a build tool to work with the AWS SDK for Java 2.x

You need the following Java development environment requirements to work with SDK for Java
2.x:

« Java 8 or later. The AWS SDK for Java works with the Oracle Java SE Development Kit and with
distributions of Open Java Development Kit (OpenJDK) such as Amazon Corretto, Red Hat

OpenJDK, and Adoptium.
« A Maven-compatible build tools such as Apache Maven, Apache Ant with Ivy, Gradle, or IntelliJ.

« For information about how to install and use Maven, see https://maven.apache.org/.

« For information about how to install and use Apache lvy, see https://ant.apache.org/ivy/.

» For information about how to install and use Gradle, see https://gradle.org/.

« For information about how to install and use IntelliJ IDEA, see https://www.jetbrains.com/
idea/.
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Set up an Apache Maven project that uses the AWS SDK for Java 2.x

You can use Apache Maven to set up and build AWS SDK for Java 2.x projects, or to build the SDK
itself.

Prerequisites

To use the SDK for Java 2.x with Maven, you need the following:

« Java 8.0 or later. You can download the latest Java SE Development Kit software from http://
www.oracle.com/technetwork/java/javase/downloads/. The SDK for Java 2.x also works with
OpenJDK and Amazon Corretto, a distribution of the Open Java Development Kit (OpenJDK).
Download the latest OpenJDK version from https://openjdk.java.net/install/index.html.

Download the latest Amazon Corretto 8 or Amazon Corretto 11 version from the Corretto page.

» Apache Maven. If you need to install Maven, go to http://maven.apache.org/ to download and
install it.

Create a Maven project

To create a Maven project from the command line, run the following command from a terminal or
command prompt window.

mvn -B archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-lambda -Dservice=s3 -Dregion=US_WEST_2 \
-DarchetypeVersion=2.X.X \
-DgroupId=com.example.myapp \
-DartifactId=myapp

(® Note

Replace com.example.myapp with the full package namespace of your application. Also
replace myapp with your project name. This becomes the name of the directory for your
project.

To use the latest version of the archetype, replace 2. X. X with the latest from Maven
central.
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This command creates a Maven project using the archetype templating toolkit. The archetype
generates the scaffolding for an AWS Lambda function handler project . This project archetype is
preconfigured to compile with Java SE 8 and includes a dependency to the version of the SDK for
Java 2.x specified with -DarchetypeVersion.

For more information about creating and configuring Maven projects, see the Maven Getting
Started Guide.

Configure the Java compiler for Maven

If you created your project using the AWS Lambda project archetype as described previously, the
configuration of the Java compiler is already done for you.

To verify that this configuration is present, start by opening the pom. xml file from the project
folder you created (for example, myapp) when you executed the previous command. Look on
lines 11 and 12 to see the Java compiler version setting for this Maven project, and the required
inclusion of the Maven compiler plugin on lines 71-75.

<project>
<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>${maven.compiler.plugin.version}</version>
</plugin>
</plugins>
</build>
</project>

If you create your project with a different archetype or by using another method, you must ensure
that the Maven compiler plugin is part of the build and that its source and target properties are
both set to 1.8 in the pom. xml file.

See the previous snippet for one way to configure these required settings.

Alternatively, you can configure the compiler configuration inline with the plugin declaration, as
follows.

Set up an Apache Maven project 7
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<project>
<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>
</project>

Declare the SDK as a dependency

To use the AWS SDK for Java in your project, you need to declare it as a dependency in your

project’s pom. xml file.

If you created your project using the project archetype as described previously, the latest version of

the SDK is already configured as a dependency in your project.

The archetype generates a BOM (bill of materials) artifact dependency for the

software.amazon.awssdk group id. With a BOM, you do not have to specify the maven version

for individual artifact dependencies that share the same group id.

If you created your Maven project in a different way, configure the latest version of the SDK for

your project by ensuring that the pom. xml file contains the following.

<project>
<properties>
<aws.java.sdk.version>2.X.X</aws.java.sdk.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>

Set up an Apache Maven project
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<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
</project>

(® Note

Replace 2. X. X in the pom. xml file with the latest version of the AWS SDK for Java 2.x.

Set dependencies for SDK modules

Now that you have configured the SDK, you can add dependencies for one or more of the AWS SDK

for Java modules to use in your project.

Although you can specify the version number for each component, you don't need to because
you already declared the SDK version in the dependencyManagement section using the bill of
materials artifact. To load a different version of a given module, specify a version number for its

dependency.

If you created your project using the project archetype as described previously, your project is
already configured with multiple dependencies. These include dependences for AWS Lambda

function handlers and Amazon S3, as follows.

<project>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>

Set up an Apache Maven project
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>url-connection-client</artifactId>
</dependency>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>${aws.lambda.java.version}</version>
</dependency>
</dependencies>
</project>

(@ Note

In the pom. xml example above, the dependencies are from different groupIds. The s3
dependency is from software.amazon.awssdk, whereas the aws-1lambda-java-core
dependency is from com. amazonaws. The BOM dependency management configuration
affects artifacts for software.amazon.awssdk, so a version is needed for the aws -
lambda-java-core artifact.

For the development of Lambda function handlers using the SDK for Java 2.x, aws -
lambda-java-core is the correct dependency. However, if your application needs to
manage Lambda resources, using operations such as 1istFunctions, deleteFunction,
invokeFunction, and createFunction, your application requires the following
dependency.

<groupId>software.amazon.awssdk</groupId>
<artifactId>lambda</artifactId>

(® Note

The s3 dependency excludes the the netty-nio-client and apache-client transitive
dependencies. In place of either of those HTTP clients, the archetype includes the url-
connection-client dependency, which helps reduce the startup latency for AWS

Lambda functions.
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Add the modules to your project for the AWS service and features you need for your project. The
modules (dependencies) that are managed by the AWS SDK for Java BOM are listed on the Maven
central repository.

® Note

You can look at the pom. xml file from a code example to determine which dependencies
you need for your project. For example, if you're interested in the dependencies for the
DynamoDB service, see this example from the AWS Code Examples Repository on GitHub.
(Look for the pom. xml file under /javav2/example_code/dynamodb.)

Build the entire SDK into your project

To optimize your application, we strongly recommend that you pull in only the components you
need instead of the entire SDK. However, to build the entire AWS SDK for Java into your project,
declare it in your pom. xml file, as follows.

<project>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-sdk-java</artifactId>
<version>2.X.X</version>
</dependency>
</dependencies>
</project>

Build your project
After you configure the pom. xml file, you can use Maven to build your project.

To build your Maven project from the command line, open a terminal or command prompt window,
navigate to your project directory (for example, myapp), enter or paste the following command,
then press Enter or Return.

mvn package

This creates a single . jar file (JAR) in the target directory (for example, myapp/target). This
JAR contains all of the SDK modules you specified as dependencies in your pom. xml file.
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Set up a Gradle project that uses the AWS SDK for Java 2.x

You can use Gradle to set up and build AWS SDK for Java 2.x projects.

The initial steps in the following example come from Gradle's Getting Started guide for version 8.4.
If you use a different version, your results may differ slightly.

To create a Java application with Gradle (command line)

1. Create a directory to hold your project. In this example, demo is the directory name.

2. Inside the demo directory, execute the gradle init command and supply the values
highlighted in red as shown in the following command line output. For the walk through, we
choose Kotlin as the build script DSL language, but a complete example for Groovy is also
shown at the end of this topic.

> gradle init
Starting a Gradle Daemon (subsequent builds will be faster)

Select type of project to generate:

1: basic
2: application
3: library

4: Gradle plugin
Enter selection (default: basic) [1..4] 2

Select implementation language:

C++

Groovy

Java

Kotlin

Scala

Swift

Enter selection (default: Java) [1..6] 3

U~ WWN PR

Generate multiple subprojects for application? (default: no) [yes, no] no
Select build script DSL:

1: Kotlin

2: Groovy

Enter selection (default: Kotlin) [1..2] <Enter>

Select test framework:
1: JUnit 4
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2: TestNG

3: Spock

4: JUnit Jupiter

Enter selection (default: JUnit Jupiter) [1..4] 4

Project name (default: demo): <Enter>

Source package (default: demo): <Enter>

Enter target version of Java (min. 7) (default: 11): <Enter>

Generate build using new APIs and behavior (some features may change in the next
minor release)? (default: no) [yes, no] <Enter>

> Task :init
To learn more about Gradle by exploring our Samples at https://docs.gradle.org/8.4/
samples/sample_building_java_applications.html

BUILD SUCCESSFUL in 3m 43s
2 actionable tasks: 2 executed

3. After the init task completes, the demo directory contains the following tree structure. We
take a closer look at the main build file, build.gradle.kts (highlighted in red), in the next

section.
### app
#  ##4# build.gradle.kts
# ### src
# ### main
# #  ### java
# # #  ### demo
# # # ### App.java
# # ### resources
# ### test
# ### java
# # ### demo
# # ### AppTest.java
# ### resources
### gradle
# ### wrapper
# ### gradle-wrapper.jar
# ### gradle-wrapper.properties

### gradlew
### gradlew.bat
### settings.gradle.kts
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The build.gradle.kts file contains the following scaffolded content.

/*
* This file was generated by the Gradle 'init' task.
*
* This generated file contains a sample Java application project to get you
started.
* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application
in Java.

application

repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

dependencies {
// Use JUnit Jupiter for testing.
testImplementation("org.junit.jupiter:junit-jupiter:5.9.3")

testRuntimeOnly("org.junit.platform:junit-platform-launcher")

// This dependency is used by the application.
implementation("com.google.guava:guava:33.3.0-jre")

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion.set(JavalanguageVersion.of(11))

application {
// Define the main class for the application.
mainClass.set("demo.App")
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}

tasks.named<Test>("test") {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

4. Use the scaffolded Gradle build file as the basis for your AWS project.

a. To manage SDK dependencies for your Gradle project, add the Maven bill of
materials (BOM) for the AWS SDK for Java 2.x to the dependencies section of the
build.gradle.kts file.

dependencies {

implementation(platform("software.amazon.awssdk:bom:2.27.21"))

// With the bom declared, you specify individual SDK dependencies without a
version.

(@ Note

In this example build file, replace 2.27.27 with the latest version of the SDK for
Java 2.x. Find the latest version available in Maven central repository.

b. Specify the SDK modules your application needs in the dependencies section. As an
example, the following adds a dependency on Amazon Simple Storage Service.

dependencies {
implementation(platform("software.amazon.awssdk:bom:2.27.21"))
implementation("software.amazon.awssdk:s3")

Gradle automatically resolves the correct version of declared dependencies by using the
information from the BOM.
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The following examples show complete Gradle build files in both the Kotlin and Groovy DSLs. The
build file contains dependencies for Amazon S3, authentication, logging, and testing. The source
and target version of Java is version 11.

Kotlin DSL (build.gradle.kts)

/*
* This file was generated by the Gradle 'init' task.
*
* This generated file contains a sample Java application project to get you
started.
* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application in
Java.

application

repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

dependencies {
implementation(platform("software.amazon.awssdk:bom:2.20.56"))
implementation("software.amazon.awssdk:s3")
implementation("software.amazon.awssdk:sso")
implementation("software.amazon.awssdk:ssooidc")
implementation(platform("org.apache.logging.log4j:log4j-bom:2.20.0"))
implementation("org.apache.logging.log4j:log4j-slf4j2-impl")
implementation("org.apache.logging.log4j:log4j-1.2-api")
testImplementation(platform("org.junit:junit-bom:5.10.0"))
testImplementation("org.junit.jupiter:junit-jupiter")

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion.set(JavalLanguageVersion.of(11))
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}

application {
// Define the main class for the application.
mainClass.set("demo.App")

tasks.named<Test>("test") {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

Groovy DSL (build.gradle)

/-k
* This file was generated by the Gradle 'init' task.
*
* This generated file contains a sample Java application project to get you
started.
* For more details on building Java & JVM projects, please refer to https://
docs.gradle.org/8.4/userguide/building_java_projects.html in the Gradle
documentation.

*/

plugins {

// Apply the application plugin to add support for building a CLI application in
Java.

id 'application'

repositories {
// Use Maven Central for resolving dependencies.
mavenCentral()

dependencies {
implementation platform('software.amazon.awssdk:bom:2.27.21")
implementation 'software.amazon.awssdk:s3'
implementation 'software.amazon.awssdk:sso'
implementation 'software.amazon.awssdk:ssooidc'
implementation platform('org.apache.logging.log4j:log4j-bom:2.20.0')
implementation 'org.apache.logging.log4j:log4j-slf4j2-impl’

Set up a Gradle project 17



AWS SDK for Java 2.x Developer Guide for version 2.x

implementation 'org.apache.logging.log4j:log4j-1.2-api'
testImplementation platform('org.junit:junit-bom:5.10.0'")
testImplementation 'org.junit.jupiter:junit-jupiter'

// Apply a specific Java toolchain to ease working on different environments.
java {
toolchain {
languageVersion = JavalanguageVersion.of(1l1)

application {
// Define the main class for the application.
mainClass = 'demo_groovy.App'

tasks.named('test') {
// Use JUnit Platform for unit tests.
useJUnitPlatform()

For next steps, see the Getting Started guide on the Gradle website for instructions on how to build
and run a Gradle application.

Set up a GraalVM Native Image project that uses the AWS SDK for Java
2.X

With versions 2.16.1 and later, the AWS SDK for Java 2.x provides out-of-the-box support for
GraalVM Native Image applications. Use the archetype-app-quickstart Maven archetype to
set up a project with built-in native image support.

Prerequisites

« Complete the steps in Setting up the AWS SDK for Java 2.x.

o Install GraalVM Native Image.
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Create a project using the archetype

To create a Maven project with built-in native image support, in a terminal or command prompt
window, use the following command.

(@ Note

Replace com.example.mynativeimageapp with the full package namespace of your
application. Also replace mynativeimageapp with your project name. This becomes the
name of the directory for your project.

mvn archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-app-quickstart \
-DarchetypeVersion=2.27.21\
-DnativeImage=true \
-DhttpClient=apache-client \
-Dservice=s3 \
-DgroupId=com.example.mynativeimageapp \
-DartifactId=mynativeimageapp \
-DinteractiveMode=false

This command creates a Maven project configured with dependencies for the AWS SDK for Java,
Amazon S3, and the ApacheHttpClient HTTP client. It also includes a dependency for the
GraalVM Native Image Maven plugin, so that you can build native images using Maven.

To include dependencies for a different Amazon Web Services, set the value of the -Dservice
parameter to the artifact ID of that service. Examples include dynamodb, comprehend,

and pinpoint. For a complete list of artifact IDs, see the list of managed dependencies for
software.amazon.awssdk on Maven Central.

To use an asynchronous HTTP client, set the -DhttpClient parameter to netty-nio-client.
To use UrlConnectionHttpClient as the synchronous HTTP client instead of apache-client,
set the -DhttpClient parameter to url-connection-client.

Build a native image

After you create the project, run the following command from your project directory, for example,
mynativeimageapp:
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mvn package -P native-image

This creates a native image application in the target directory, for example, target/
mynativeimageapp.

Authenticating with AWS using the AWS SDK for Java 2.x

When using the AWS SDK for Java 2.x, an important thing to know about authentication is that
the SDK automatically handles the complex request signing process using credentials from your
environment or IAM roles without requiring you to implement any cryptographic algorithms.

The SDK manages credential discovery, signature creation, and credential refreshing completely
behind the scenes, letting you focus on your application logic.

Set up for authentication

The Authentication and access topic in the AWS SDKs and Tools Reference Guide describes the
different authentication approaches. We recommend that you follow the instructions to set up

access to the IAM Identity Center so the SDK can acquire credentials.

After following the instructions in AWS SDKs and Tools Reference Guide, your system should be set
up to allow the SDK to sign requests:

1. Setup for single sign-on access for the SDK

After you complete Step 2 in the programmatic access section so that the SDK can use IAM Identity

Center authentication, your system should contain the following elements.

« The AWS CLI, which you use to start an AWS access portal session before you run your

application.

« An~/.aws/config file that contains a default profile. The SDK for Java uses the profile's
SSO token provider configuration to acquire credentials before sending requests to AWS. The

sso_role_name value, which is an IAM role connected to an IAM Identity Center permission set,
should allow access to the AWS services used in your application.

The following sample config file shows a default profile set up with SSO token provider
configuration. The profile's sso_session setting refers to the named sso-session section.
The sso-session section contains settings to initiate an AWS access portal session.

Authenticating with AWS 20


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html#idcGettingStarted
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile

AWS SDK for Java 2.x Developer Guide for version 2.x

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

For more details about the settings used in the SSO token provider configuration, see SSO token
provider configuration in the AWS SDKs and Tools Reference Guide.

If your development environment is not set up for programmatic access as previously shown,
follow Step 2 in the SDKs Reference Guide.

2. Sign in using the AWS CLI

Before running an application that accesses AWS services, you need an active AWS access portal
session in order for the SDK to use IAM Identity Center authentication to resolve credentials. Run
the following command in the AWS CLI to sign in to the AWS access portal.

aws sso login

Since you have a default profile setup, you do not need to call the command with a --profile
option. If your SSO token provider configuration is using a named profile, the command is aws
sso login --profile named-profile.

To test if you already have an active session, run the following AWS CLI command.

aws sts get-caller-identity

The response to this command should report the IAM Identity Center account and permission set
configured in the shared config file.
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® Note

If you already have an active AWS access portal session and run aws sso login, you will
not be required to provide credentials.

However, you will see a dialog that requests permission for botocore to access your
information. botocore is the foundation for the AWS CLI .

Select Allow to authorize access to your information for the AWS CLI and SDK for Java.

Additional authentication options

For more options on authentication for the SDK, such as the use of profiles and environment
variables, see the configuration chapter in the AWS SDKs and Tools Reference Guide.

Creating a simple application using the AWS SDK for Java 2.x

This tutorial shows you how to use Apache Maven to define dependencies for the SDK for Java 2.x
and then write code that connects to Amazon S3 to upload a file.

Follow these steps to complete this tutorial:

Step 1: Set up for this tutorial

Step 2: Create the project

Step 3: Write the code

Step 4: Build and run the application

Step 1: Set up for this tutorial
Before you begin this tutorial, you need the following:

+ Permission to access Amazon S3

« A Java development environment that is configured to access AWS services using single sign-on
to the AWS IAM Identity Center

Use the instructions in ??? to get set up for this tutorial. After you have configured your
development environment with single sign-on access for the Java SDK and you have an active AWS
access portal session, continue with Step 2 of this tutorial.
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Step 2: Create the project

To create the project for this tutorial, you run a Maven command that prompts you for input on
how to configure the project. After all input is entered and confirmed, Maven finishes building out
the project by creating a pom. xml and creates stub Java files.

1. Open a terminal or command prompt window and navigate to a directory of your choice, for
example, your Desktop or Home folder.

2. Enter the following command at the terminal and press Enter.

mvn archetype:generate \
-DarchetypeGroupId=software.amazon.awssdk \
-DarchetypeArtifactId=archetype-app-quickstart \
-DarchetypeVersion=2.27.21

3. Enter the value listed in the second column for each prompt.

Prompt Value to enter
Define value for property s3

'service':

Define value for property apache-client
"httpClient'

Define value for property false
'nativelImage’

Define value for property identity-center
'credentialProvider’

Define value for property org.example
'groupId’':

Define value for property getstarted
'artifactId':

Define value for property <Enter>

'version' 1.0-SNAPSHOT:
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Prompt Value to enter

Define value for property <Enter>
'package' org.example:

4. After the last value is entered, Maven lists the choices you made. Confirm by entering Y or re-
enter values by entering N.

Maven creates the project folder named getstarted based on the artifactId value that you
entered. Inside the getstarted folder, find a README . md file that you can review, a pom. xml file,
and a src directory.

Maven builds the following directory tree.

getstarted
### README.md
### pom.xml
### src
### main
### java
# ### org
# ### example
# ### App.java
# ### DependencyFactory.java
# ### Handler.java
### resources
### simplelogger.properties

H OH OHF O OB O H R

### test
### java
### org
### example
### HandlerTest.java

10 directories, 7 files

The following shows the contents of the pom. xml project file.

Step 2: Create the project 24



AWS SDK for Java 2.x Developer Guide for version 2.x

pom.xml

The dependencyManagement section contains a dependency to the AWS SDK for Java 2.x and the
dependencies section has a dependency for Amazon S3. The project uses Java 1.8 because of the
1.8 value in the maven.compiler.source and maven.compiler.target properties.

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance" xsi:schemalLocation="http://maven.apache.org/POM/4.0.0 http://
maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupId>org.example</groupld>

<artifactId>getstarted</artifactId>

<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<maven.shade.plugin.version>3.2.1</maven.shade.plugin.version>
<maven.compiler.plugin.version>3.6.1</maven.compiler.plugin.version>
<exec-maven-plugin.version>1.6.0</exec-maven-plugin.version>
<aws.java.sdk.version>2.27.21</aws.java.sdk.version> <-------- SDK version

picked up from archetype version.

<slf4j.version>1.7.28</slf4j.version>
<junit5.version>5.8.1</junit5.version>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId> <-------- S3 dependency
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sso</artifactId> <-------- Required for identity center
authentication.
</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>ssooidc</artifactId> <-------- Required for identity center
authentication.
</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId> <-------- HTTP client specified.
<exclusions>
<exclusion>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
</exclusion>
</exclusions>
</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-api</artifactId>
<version>${slf4j.version}</version>
</dependency>

<dependency>
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<groupId>org.slf4j</groupld>

<artifactId>slf4j-simple</artifactId>

<version>${slf4j.version}</version>
</dependency>

<!l-- Needed to adapt Apache Commons Logging used by Apache HTTP Client to S1f4j
to avoid
ClassNotFoundException: org.apache.commons.logging.impl.LogFactoryImpl during
runtime -->
<dependency>
<groupId>org.slf4j</groupld>
<artifactId>jcl-over-slf4j</artifactId>
<version>${slf4j.version}</version>
</dependency>

<!-- Test Dependencies -->

<dependency>
<groupId>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>${junit5.version}</version>
<scope>test</scope>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>${maven.compiler.plugin.version}</version>
</plugin>
</plugins>
</build>

</project>

Step 3: Write the code

The following code shows the App class created by Maven. The main method is the entry point into
the application, which creates an instance of the Handler class and then calls its sendRequest
method.
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App class

package org.example;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

public class App {
private static final Logger logger = LoggerFactory.getlLogger(App.class);

public static void main(String... args) {
logger.info("Application starts");

Handler handler = new Handlexr();
handler.sendRequest();

logger.info("Application ends");

The DependencyFactory class created by Maven contains the s3Client factory method that
builds and returns an S3Client instance. The S3Client instance uses an instance of the Apache-
based HTTP client. This is because you specified apache-client when Maven prompted you for
which HTTP client to use.

The DependencyFactory is shown in the following code.

DependencyFactory class

package org.example;

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.s3.S3Client;

/**
* The module containing all dependencies required by the {@link Handler}.
*/

public class DependencyFactory {

private DependencyFactory() {3}

/**

* @return an instance of S3Client
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*/
public static S3Client s3Client() {
return S3Client.builder()

.httpClientBuilder(ApacheHttpClient.buildexr())
.build();

The Handler class contains the main logic of your program. When an instance of Handler is
created in the App class, the DependencyFactory furnishes the S3Client service client. Your
code uses the S3Client instance to call the Amazon S3 service.

Maven generates the following Handler class with a TODO comment. The next step in the tutorial
replaces the TODO with code.

Handler class, Maven-generated

package org.example;
import software.amazon.awssdk.services.s3.S3Client;
public class Handler {

private final S3Client s3Client;

public Handler() {

s3Client = DependencyFactory.s3Client();

public void sendRequest() {
// TODO: invoking the api calls using s3Client.

To fill in the logic, replace the entire contents of the Handler class with the following code. The
sendRequest method is filled in and the necessary imports are added.

Handler class, implemented

The code first creates a new S3 bucket with the last part of the name generated using
System.currentTimeMillis( ) in order to make the bucket name unique.
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After creating the bucket in the createBucket () method, the program uploads an object using
the putObject method of S3Client. The contents of the object is a simple string created with
the RequestBody.fromString method.

Finally, the program deletes the object followed by the bucket in the cleanUp method.

package org.example;

import
import
import
import
import
import
import
import

public

software.amazon.awssdk.core.sync.RequestBody;
software.amazon.awssdk.services.s3.S3Client;
software.amazon.awssdk.services.s3.model.CreateBucketRequest;
software.amazon.awssdk.services.s3.model.DeleteBucketRequest;
software.amazon.awssdk.services.s3.model.DeleteObjectRequest;
software.amazon.awssdk.services.s3.model.HeadBucketRequest;
software.amazon.awssdk.services.s3.model.PutObjectRequest;
software.amazon.awssdk.services.s3.model.S3Exception;

class Handler {

private final S3Client s3Client;

public Handler() {

s3Client = DependencyFactory.s3Client();

public void sendRequest() {

String bucket = "bucket" + System.currentTimeMillis();
String key = "key";

createBucket(s3Client, bucket);

System.out.println("Uploading object...");

s3Client.putObject(PutObjectRequest.builder().bucket(bucket).key(key)
.build(),

RequestBody.fromString("Testing with the {sdk-javal}"));

System.out.println("Upload complete");
System.out.printf("%n");

cleanUp(s3Client, bucket, key);

System.out.println("Closing the connection to {S3}");
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s3Client.close();
System.out.println("Connection closed");
System.out.println("Exiting...");

}
public static void createBucket(S3Client s3Client, String bucketName) {
try {
s3Client.createBucket(CreateBucketRequest
.builder()
.bucket(bucketName)
.build());

System.out.println("Creating bucket: " + bucketName);
s3Client.waiter().waitUntilBucketExists(HeadBucketRequest.builder()
.bucket(bucketName)
.build());
System.out.println(bucketName + " is ready.");
System.out.printf("%n");
} catch (S3Exception e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

public static void cleanUp(S3Client s3Client, String bucketName, String keyName) {

System.out.println("Cleaning up...");

try {

System.out.println("Deleting object: " + keyName);
DeleteObjectRequest deleteObjectRequest =

DeleteObjectRequest.builder().bucket(bucketName).key(keyName).build();
s3Client.deleteObject(deleteObjectRequest);
System.out.println(keyName + " has been deleted.");
System.out.println("Deleting bucket: " + bucketName);
DeleteBucketRequest deleteBucketRequest =

DeleteBucketRequest.builder().bucket(bucketName).build();
s3Client.deleteBucket(deleteBucketRequest);
System.out.println(bucketName + " has been deleted.");
System.out.printf("%n");

} catch (S3Exception e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

System.out.println("Cleanup complete");

System.out.printf("%n");
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}

Step 4: Build and run the application

After the project is created and contains the complete Handler class, build and run the
application.

1. Make sure that you have an active 1AM Identity Center session. To do so, run the AWS Command
Line Interface command aws sts get-caller-identity and check the response. If you
don't have an active session, see this section for instructions.

2. Open a terminal or command prompt window and navigate to your project directory
getstarted.

3. Use the following command to build your project:

mvn clean package

4. Use the following command to run the application.

mvn exec:java -Dexec.mainClass="org.example.App"

To view the new bucket and object that the program creates, perform the following steps.

1. In Handler. java, comment out the line cleanUp(s3Client, bucket, key) inthe
sendRequest method and save the file.

2. Rebuild the project by runningmvn clean package.

3. Rerunmvn exec:java -Dexec.mainClass="org.example.App" to upload the text object
once more.

4. Sign in to the S3 console to view the new object in the newly created bucket.

After you view the file, delete the object, and then delete the bucket.
Success

If your Maven project built and ran without error, then congratulations! You have successfully built
your first Java application using the SDK for Java 2.x.
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Cleanup
To clean up the resources you created during this tutorial, do the following:

« If you haven't done so already, in the S3 console, delete any objects and any buckets created
when you ran the application.

» Delete the project folder (getstarted).

Next steps

Now that you have the basics down, you can learn about the following:

Working with Amazon S3

Working with other Amazon Web Services, such as DynamoDB, Amazon EC2, and various
database services

Use the SDK
Security for the AWS SDK for Java

Next steps 33


https://console.aws.amazon.com/s3/

AWS SDK for Java 2.x Developer Guide for version 2.x

Use the AWS SDK for Java 2.x

After completing the steps in Setting up the SDK, you are ready to make requests to AWS services
such as Amazon S3, DynamoDB, IAM, Amazon EC2, and more.

Work with service clients

Create a service client

To make a request to an AWS service, you must first instantiate a service client for that service by
using the static factory method, builder (). The builder () method returns a builder object
that allows you to customize the service client. The fluent setter methods return the builder
object, so that you can chain the method calls for convenience and for more readable code. After
you configure the properties you want, call the build() method to create the client.

As an example, the following code snippet instantiates an Ec2Client object as a service client for
Amazon EC2.

Region region = Region.US_WEST_2;
Ec2Client ec2Client = Ec2Client.builderx()
.region(region)
.build();

(@ Note

Service clients in the SDK are thread-safe. For best performance, treat them as long-lived
objects. Each client has its own connection pool resource that is released when the client is
garbage collected.

A service client object is immutable, so you must create a new client for each service

to which you make requests, or if you want to use a different configuration for making
requests to the same service.

Specifying the Region in the service client builder is not required for all AWS services;
however, it is a best practice to set the Region for the API calls you make in your
applications. See AWS region selection for more information.

Work with service clients 34



AWS SDK for Java 2.x Developer Guide for version 2.x

Default client configuration

The client builders have another factory method named create( ). This method creates a service
client with the default configuration. It uses the default provider chain to load credentials and
the AWS Region. If credentials or the Region can’t be determined from the environment that the
application is running in, the call to create fails. See Using credentials and Region selection for
more information about how the SDK determines the credentials and Region to use.

For example, the following code snippet instantiates a DynamoDbClient object as a service client
for Amazon DynamoDB:

DynamoDbClient dynamoDbClient = DynamoDbClient.create();

Configure service clients

To customize the configuration of a service client, use the setters on the builder () factory
method. For convenience and to create more readable code, chain the methods to set multiple
configuration options.

The following example shows an S3Client that is configured with several custom settings.

ClientOverrideConfiguration clientOverrideConfiguration =
ClientOverrideConfiguration.buildex()
.apiCallAttemptTimeout(Duration.ofSeconds(1))
.retryPolicy(RetryPolicy.builder().numRetries(1@).build())
.addMetricPublisher(CloudWatchMetricPublisher.create())
.build();

Region region = Region.US_WEST_2;
S3Client s3Client = S3Client.builder()
.region(region)

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.overrideConfiguration(clientOverrideConfiguration)
.httpClientBuilder(ApacheHttpClient.buildexr()

.proxyConfiguration(proxyConfig.build(ProxyConfiguration.buildex()))
.build())
.build();
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Close the service client

As a best practice, you should use a service clients for multiple API service calls during the life of an
application. However, if you need a service client for a one-time use or no longer need the service
client, close it.

Call the close( ) method when the service client is no longer needed to free up resources.

ec2Client.close();

If you need a service client for one-time use, you can instantiate the service client as a resource in a
try-with-resources statement. Service clients implement the Autoclosable interface, so the JDK

automatically calls the close () method at the end of the statement.

The following example demonstrates how to use a service client for a one-off call. The StsClient
that calls the AWS Security Token Service is closed after it returns the account ID.

import software.amazon.awssdk.services.sts.StsClient;

String getAccountID() {
try (StsClient stsClient = StsClient.create()) {
return stsClient.getCallerIdentity().account();

Make requests

Use the service client to make requests to the corresponding AWS service.

For example, this code snippet shows how to create a RunInstancesRequest object to create a
new Amazon EC2 instance:

// Create the request by using the fluid setter methods of the request builder.
RunInstancesRequest runInstancesRequest = RunInstancesRequest.builder()
.imageId(amilId)
.instanceType(InstanceType.T1_MICRO)
.maxCount(1)
.minCount(1)
.build();
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// Use the configured request with the service client.
RunInstancesResponse response = ec2Client.runInstances(runInstancesRequest);

Rather than create a request and pass in the instance, the SDK provides a fluent API that you can
use to create a request. With the fluent API you can use a Java lambda expressions to create the
request 'in-line'.

The following example rewrites the previous example by using the version of the runInstances
method that uses a builder to create the request.

// Create the request by using a lambda expression.
RunInstancesResponse response = ec2.runInstances(r -> r
.imageId(amilId)
.instanceType(InstanceType.T1_MICRO)
.maxCount(1)
.minCount(1));

Use requests to override client configuration

Although a service client is immutable, you can override many of its settings at the request level.
When you build a request, you can provide an AwsRequestOverrideConfiguration instance to

provide the overridden settings. Some of the methods you can use to override client settings are:

« apiCallAttemptTimeout

e apiCallTimeout

» credentialProvider

« compressionConfiguration

e putHeader

For an example of overriding a client setting with a request, assume that you have the following S3
client that uses default settings.

S3Client s3Client = S3Client.create();

You want to download a large file and want to be sure the request doesn't timeout before the
download finishes. To accomplish this, increase the timeout values for only a single GetObject
request as shown in the following code.
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Standard API

AwsRequestOverrideConfiguration overrideConfiguration =

AwsRequestOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofSeconds(100L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))
.build();

GetObjectRequest request = GetObjectRequest.builder()
.bucket("DOC-EXAMPLE-BUCKET")
.key("DOC-EXAMPLE-KEY")
.overrideConfiguration(overrideConfiguration)
.build();

s3Client.getObject(request, myPath);

Fluent API

s3Client.getObject(b -> b

.bucket("DOC-EXAMPLE-BUCKET")

.key("DOC-EXAMPLE-KEY")

.overrideConfiguration(c -> c
.apiCallTimeout(Duration.ofSeconds(100L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))),

myPath);

Handle responses

The SDK returns a response object for most service operations. Your code can process the
information in the response object according to your needs.

For example, the following code snippet prints out the first instance id returned with the
RunInstancesResponse object from the previous request.

RunInstancesResponse runInstancesResponse =
ec2Client.runInstances(runInstancesRequest);
System.out.println(runInstancesResponse.instances().get(0).instanceId());

Not all operations return a response object with service-specific data, however. In these situations,
you can query the HTTP response status to learn if the operation was successful.
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For example, the code in the following snippet checks the HTTP response to see if the
DeleteContactList operation of Amazon Simple Email Service was successful.

SesV2Client sesv2Client = SesV2Client.create();

DeleteContactListRequest request = DeleteContactListRequest.builder()
.contactListName("ExampleContactListName")
.build();

DeleteContactListResponse response = sesv2Client.deleteContactList(request);
if (response.sdkHttpResponse().isSuccessful()) {
System.out.println("Contact list deleted successfully");
} else {
System.out.println("Failed to delete contact list. Status code: " +
response.sdkHttpResponse().statusCode());
}

Handle exceptions

The SDK uses runtime (or unchecked) exceptions, providing you fine-grained control over error
handling and ensuring that exception handling will scale with your application.

An SdkServiceException, or one of its sub-classes, is the most common form of exception the
SDK will throw. These exceptions represent responses from the AWS service. You can also handle
an SdkClientException, which occurs when there's a problem on the client side (i.e., in your
development or application environment), such a network connection failure.

This code snippet demonstrates one way to handle service exceptions when you upload a file to
Amazon S3. The example code catches both client and server exceptions, logs the details, and
exists the application.

Region region = Region.US_WEST_2;
s3Client = S3Client.builder()
.region(region)
.build();

try {

PutObjectRequest putObjectRequest = PutObjectRequest.builder()
.bucket(bucketName)
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.key(key)
.build();

s3Client.putObject(putObjectRequest, RequestBody.fromString("SDK for Java test"));

} catch (S3Exception se) {
System.err.println("Service exception thrown.");
System.err.println(se.awsErrorDetails().errorMessage());
} catch (SdkClientExeption ce){
System.err.println("Client exception thrown.");
System.err.println(ce.getMessage());
} finally {
System.exit(1);

See Handling exceptions for more information.

Use waiters

Some requests take time to process, such as creating a new table in DynamoDB or creating a new
Amazon S3 bucket. To ensure the resource is ready before your code continues to run, use a Waiter.

For example, this code snippet creates a new table ("myTable") in DynamoDB, waits for the table to
be in an ACTIVE status, and then prints out the response:

DynamoDbClient dynamoDbClient
DynamoDbWaiter dynamoDbWaiter = dynamoDbClient.waiter();

DynamoDbClient.create();

WaiterResponse<DescribeTableResponse> waiterResponse =
dynamoDbWaiter.waitUntilTableExists(r -> r.tableName("myTable"));

waiterResponse.matched().response().ifPresent(System.out: :println);

See Using waiters for more information.

Set timeouts

You can configure timeouts for each of your service clients using the apiCallTimeout and the

apiCallAttemptTimeout setters of the ClientOverrideConfiguration.Builder. The
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apiCallTimeout setting is the amount of time to allow the client to complete the execution of
an API call. The apiCallAttemptTimeout setting is the amount of time to wait for each HTTP
request (retry) to complete before giving up.

The following example sets both timeouts for an S3 client.

S3Client s3Client = S3Client.builder()
.overrideConfiguration(b -> b
.apiCallTimeout(Duration.ofSeconds(105L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))).
build();

You can also set timeouts at the request level by configuring an
AwsRequestOverrideConfiguration and providing it to the request object with the
overrideConfiguration method.

The following example uses the same timeout settings but at the request level for an S3
PutObject operation.

S3Client basicS3Client = S3Client.create(); // Client with default timeout settings.

AwsRequestOverrideConfiguration overrideConfiguration =

AwsRequestOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofSeconds(105L))
.apiCallAttemptTimeout(Duration.ofSeconds(25L))
.build();

basicS3Client.putObject(b -> b
.bucket("DOC-EXAMPLE-BUCKET")
.key("DOC-EXAMPLE-KEY")
.overrideConfiguration(overrideConfiguration),

RequestBody.fromString("test"));

Execution interceptors

You can write code that intercepts the execution of your API requests and responses at different
parts of the request/response lifecycle. This enables you to publish metrics, modify a request
in-flight, debug request processing, view exceptions, and more. For more information, see the
ExecutionInterceptor interface in the AWS SDK for Java API Reference.
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Configure SDK authentication

Before making a request to Amazon Web Services using the AWS SDK for Java 2.x, the SDK
cryptographically signs temporary credentials issued by AWS. To access temporary credentials, the
SDK retrieves configuration values by checking several locations.

This topic discusses several ways that you enable the SDK to access temporary credentials.

Topics

» Configure access to temporary credentials

» Default credentials provider chain

» Use a specific credentials provider

 Use profiles
o Load temporary credentials from an external process

» Supply temporary credentials in code

+ Read IAM role credentials on Amazon EC2

Configure access to temporary credentials

For increased security, AWS recommends that you configure the SDK for Java to use temporary

credentials instead of long-lived credentials. Temporary credentials consist of access keys (access
key id and secret access key) and a session token. We recommend that you configure the SDK to

automatically get temporary credentials, since the token refresh process is automatic. You can,
however, provide the SDK with temporary credentials directly.

IAM Identity Center configuration

When you configure the SDK to use IAM Identity Center single sign-on access as described in ??? in
this guide, the SDK automatically uses temporary credentials.

The SDK uses the IAM Identity Center access token to gain access to the IAM role that is configured
with the sso_role_name setting in your config file. The SDK assumes this IAM role and retrieves
temporary credentials to use for AWS service requests.

For more details about how the SDK gets temporary credentials from the configuration, see the
Understanding |IAM Identity Center authentication section of the AWS SDKs and Tools Reference
Guide.

Configure SDK authentication 42


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html

AWS SDK for Java 2.x

Developer Guide for version 2.x

® Note

It addition to the configuration that you set in the config file that works for all projects,
each individual Java project requires that the Maven pom. xml file contains the following
dependencies:

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sso</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>ssooidc</artifactId>

</dependency>

The sso and ssooidc dependencies provide the code that enables the SDK for Java 2.x to
access temporary credentials.

Retrieve from AWS access portal

As an alternative to IAM Identity Center single sign-on configuration, you can copy and use
temporary credentials available in the AWS access portal. You can use the temporary credentials in
a profile or use them as values for system properties and environment variables.

Set up a local credentials file for temporary credentials

1.
2.

Create a shared credentials file

In the credentials file, paste the following placeholder text until you paste in working
temporary credentials.

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

Save the file. The file ~/.aws/credentials should now exist on your local development
system. This file contains the [default] profile that the SDK for Java uses if a specific named
profile is not specified.

Configure access to temporary credentials
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4. Signin to the AWS access portal

5. Follow these instructions under the Manual credential refresh heading to copy IAM role
credentials from the AWS access portal.

a. Forstep 2 in the linked instructions, choose Access keys for the IAM role name
that grants access for your development needs. This role typically has a name like
PowerUserAccess or Developer.

b. Inthe modal dialog box, select the your operating system and copy the contents from Add
a profile to your AWS credentials file.

6. Paste the copied credentials into your local credentials file and remove the generated
profile name. Your file should resemble the following.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONC

7. Save the credentials file.
When the SDK for Java creates a service client, it will access these temporary credentials and use

them for each request. The settings for the IAM role chosen in step 5a determine how long the
temporary credentials are valid. The maximum duration is twelve hours.

After the temporary credentials expire, repeat steps 4 through 7.

Default credentials provider chain

The default credentials provider chain is implemented by the DefaultCredentialsProvider class.
It sequentially checks each place where you can set the default configuration for supplying

temporary credentials, and then selects the first one you set.

To use the default credentials provider chain to supply temporary credentials, create a service
client builder but don't specify a credentials provider. The following code snippet creates a
DynamoDbClient that uses the default credentials provider chain to locate and retrieve default
configuration settings.

Region region = Region.US_WEST_2;
DynamoDbClient ddb =
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DynamoDbClient.buildex()
.region(region)
.build();

Credential settings retrieval order

The default credentials provider chain of the SDK for Java 2.x searches for configuration in your
environment using a predefined sequence.
1. Java system properties

» The SDK uses the SystemPropertyCredentialsProvider class to load temporary credentials
from the aws.accessKeyId, aws.secretAccessKey, and aws.sessionToken Java

system properties.

(® Note

For information on how to set Java system properties, see the System Properties

tutorial on the official Java Tutorials website.

2. Environment variables

» The SDK uses the EnvironmentVariableCredentialsProvider class to load temporary credentials
from the AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, and AWS_SESSION_TOKEN
environment variables.

3. Web identity token from AWS Security Token Service

« The SDK uses the WebldentityTokenFileCredentialsProvider class to load temporary

credentials from Java system properties or environment variables.
4. The shared credentials and config files

« The SDK uses the ProfileCredentialsProvider to load IAM Identity Center single sign-on
settings or temporary credentials from the [default] profile in the shared credentials

and config files.

The AWS SDKs and Tools Reference Guide has detailed information about how the SDK for
Java works with the IAM Identity Center single sign-on token to get temporary credentials
that the SDK uses to call AWS services.
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® Note

The credentials and config files are shared by various AWS SDKs and Tools. For
more information, see The .aws/credentials and .aws/config files in the AWS SDKs and
Tools Reference Guide.

5. Amazon ECS container credentials

» The SDK uses the ContainerCredentialsProvider class to load temporary credentials from the
following environment variables:

AWS_CONTAINER_CREDENTIALS_RELATIVE_URT or
AWS_CONTAINER_CREDENTIALS_FULL_URI

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE or
AWS_CONTAINER_AUTHORIZATION_TOKEN

6. Amazon EC2 instance IAM role-provided credentials

» The SDK uses the InstanceProfileCredentialsProvider class to load temporary credentials from
the Amazon EC2 metadata service.

Use a specific credentials provider

The SDK uses credentials providers to retrieve, manage, and supply authentication credentials
(such as access keys and session tokens) that are needed to access AWS services.

Credential providers simplify retrieving credentials from various sources, implement security best
practices, and support flexible authentication strategies across AWS environments.

Specify a credentials provider

To bypass the default credentials provider chain, specify which credentials provider a service client
should use. When you supply a specific credentials provider, the SDK skips the process of checking
various locations, which slightly reduces the time to create a service client.

For example, if you set your default configuration using environment variables, supply an
EnvironmentVariableCredentialsProvider object to the credentialsProvider method on the
service client builder, as shown the following code snippet:

Region region = Region.US_WEST_2;
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DynamoDbClient ddb = DynamoDbClient.builder()
.region(region)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

For a complete list of credential providers and provider chains, see All Known Implementing
Classes in the API reference for AwsCredentialsProvider.

® Note

You can also use your own credentials provider or provider chains by implementing the
AwsCredentialsProvider interface.

Configure a credentials provider

As an example of configuring a credentials provider implementation, you might want to have the
SDK use a background thread to pre-fetch (retrieve in advance) credentials before they expire. That
way you can avoid the blocking call that retrieves fresh credentials.

The following shows an example that creates an StsAssumeRoleCredentialsProvider
that uses a background thread to pre-fetch credentials by setting the
asyncCredentialUpdateEnabled property to true on the builder:

S3Client s3Client = S3Client.builder()
.credentialsProvider(StsAssumeRoleCredentialsProvider.buildexr()

.asyncCredentialUpdateEnabled(true)

.stsClient(StsClient.create())

.refreshRequest(r -> r
.roleArn("arn:aws:iam::111122223333:r0le/S3-1listbuckets-only-role")
.roleSessionName("test-temp-session")

.durationSeconds(900))

.build())

.build();

When you invoke an operation on s3Client for the first time, an AssumeRoleRequest is sent
to the AWS Security Token Service (STS). STS returns temporary credentials that are valid for 15
minutes (900 seconds). The s3Client instance uses the cached credentials until it's time to refresh
them before the 15 minutes elapse. By default, the SDK attempts to retrieve new credentials for
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a new session between 5 minutes and 1 minute before the expiration time of the current session.
The pre-fetch window is configurable by using the prefetchTime and staleTime properties.

You can configure the following session-based credentials providers similarly:

o StsWebIdentityTokenFileCredentialsProvider

« StsGetSessionTokenCredentialsProvider

« StsGetFederationTokenCredentialsProvider

e StsAssumeRoleWithWebIdentityCredentialsProvider

o StsAssumeRoleWithSamlCredentialsProvider

e StsAssumeRoleCredentialsProvider

« DefaultCredentialsProvider (when it delegates to credentials provider that uses sessions)
e ProcessCredentialsProvider

« WebIdentityTokenFileCredentialsProvider

« ContainerCredentialsProvider

e InstanceProfileCredentialsProvider

Use profiles

Using the shared config and credentials file, you can set up several profiles. This enables
your application to use multiple sets of credentials configuration. The [default] profile was
mentioned previously. The SDK uses the ProfileCredentialsProvider class to load settings from
profiles defined in the shared credentials file.

The following code snippet demonstrates how to build a service client that uses the settings
defined as part of the profile named my_profile.

Region region = Region.US_WEST_2;

DynamoDbClient ddb = DynamoDbClient.buildex()
.region(region)
.credentialsProvider(ProfileCredentialsProvider.create("my_profile"))
.build();

Set a different profile as the default

To set a profile other than the [default] profile as the default for your application, set the
AWS_PROFILE environment variable to the name of your custom profile.
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To set this variable on Linux, macOS, or Unix, use export:

export AWS_PROFILE="other_profile"

To set these variables on Windows, use set:

set AWS_PROFILE="other_profile"

Alternatively, set the aws.profile Java system property to the name of the profile.

Reload profile credentials

You can configure any credentials provider that has a profileFile() method on its builder to
reload profile credentials. These credentials profile classes are: ProfileCredentialsProvider,
DefaultCredentialsProvider, InstanceProfileCredentialsProvider, and
ProfileTokenProvider.

(® Note

Profile credential reloading works only with the following settings in the profile file :
aws_access_key_id, aws_secret_access_key, and aws_session_token.

Settings such as region, sso_session, sso_account_id, and source_profile are
ignored.

To configure a supported credentials provider to reload profile settings, provide an instance of
ProfileFileSupplier to the profileFile( ) builder method. The following code example
demonstrates a ProfileCredentialsProvider that reloads credential settings from the
[default] profile.

ProfileCredentialsProvider provider = ProfileCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.defaultSupplier())
.build();

// Set up a service client with the provider instance.

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(provider)
.build();
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/*
Before dynamoDbClient makes a request, it reloads the credentials settings
by calling provider.resolveCredentials().

*/

When ProfileCredentialsProvider.resolveCredentials() is called, the SDK for
Java reloads the settings. ProfileFileSupplier.defaultSupplier () is one of several
convenience implementations of ProfileFileSupplier provided by the SDK. If your use case

requires, you can provide your own implementation.

The following example shows the use of the ProfileFileSupplier.reloadWhenModified()
convenience method. reloadWhenModified( ) takes a Path parameter, which gives you
flexibility in designating the source file for the configuration rather than the standard ~/ . aws/
credentials (or config) location.

The settings will be reloaded when resolveCredentials() is called only if SDK determines the
file's content has been modified.

Path credentialsFilePath = ...

ProfileCredentialsProvider provider = ProfileCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.reloadWhenModified(credentialsFilePath,
ProfileFile.Type.CREDENTIALS))
.profileName("my-profile")
.build();
/*
A service client configured with the provider instance calls
provider.resolveCredential()
before each request.

*/

The ProfileFileSupplier.aggregate() method merges the contents of multiple
configuration files. You decide whether a file is reloaded per call to resolveCredentials() ora
file's settings are fixed at the time it was first read.

The following example shows a DefaultCredentialsProvider that merges the settings of
two files that contain profile settings. The SDK reloads the settings in the file pointed to by the
credentialsFilePath variable each time resolveCredentials() is called and the settings
have changed. The settings from the profileFile object remain the same.
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Path credentialsFilePath = ...;
ProfileFile profileFile = ...;

DefaultCredentialsProvider provider = DefaultCredentialsProvider
.builder()
.profileFile(ProfileFileSupplier.aggregate(
ProfileFileSupplier.reloadWhenModified(credentialsFilePath,
ProfileFile.Type.CREDENTIALS),
ProfileFileSupplier.fixedProfileFile(profileFile)))
.profileName("my-profile")
.build();
/*
A service client configured with the provider instance calls
provider.resolveCredential()
before each request.

%
Load temporary credentials from an external process

/A Warning

The following describes a method of sourcing temporary credentials from an external
process. This can potentially be dangerous, so proceed with caution. Other credential
providers should be preferred if at all possible. If using this option, you should make sure
that the config file is as locked down as possible using security best practices for your
operating system.

Make sure that your custom credentials tool does not write any secret information to
StdErzr. SDKs and AWS CLI can capture and log such information, potentially exposing it to
unauthorized users.

With the SDK for Java 2.x, you can acquire temporary credentials from an external process for
custom use cases. There are two ways to configure this functionality.

Use the credential_process setting

If you have a method that provides temporary credentials, you can integrate it by adding the
credential_process setting as part of a profile definition in the config file. The value you
specify must use the full path to the command file. If the file path contains any spaces, you must
surround it with quotation marks.
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The SDK calls the command exactly as given and then reads JSON data from stdout.

The following examples show the use of this setting for file paths without spaces and file paths
with spaces.

Linux/macOS

No spaces in file path

[profile process-credential-profile]
credential_process = /path/to/credential/file/credential_file.sh --custom-command
custom_parameter

Spaces in file path

[profile process-credential-profile]
credential_process = "/path/with/space to/credential/file/credential_file.sh" --
custom-command custom_parameter

Windows

No spaces in file path

[profile process-credential-profile]
credential_process = C:\Path\To\credentials.cmd --custom_command custom_parameter

Spaces in file path

[profile process-credential-profile]
credential_process = "C:\Path\With Space To\credentials.cmd" --custom_command
custom_parameter

The following code snippet demonstrates how to build a service client that uses the temporary
credentials defined as part of the profile named process-credential-profile.

Region region = Region.US_WEST_2;
S3Client s3Client = S3Client.builder()
.region(region)
.credentialsProvider(ProfileCredentialsProvider.create("process-credential-
profile"))
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.build();

For detailed information about using an external process as a source of temporary credentials,
refer to the process credentials section in the AWS SDKs and Tools Reference Guide.

Use a ProcessCredentialsProvider

As an alternative to using settings in the config file, you can use the SDK's
ProcessCredentialsProvider to load temporary credentials using Java.

The following examples show various versions of how to specify an external process using the
ProcessCredentialsProvider and configuring a service client that uses the temporary
credentials.

Linux/macOS

No spaces in file path

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("/path/to/credentials.sh optional_paraml optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();

Spaces in file path

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("/path\\ with\\ spaces\\ to/credentials.sh optional_paraml
optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
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.build();

Windows

No spaces in file path

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("C:\\Path\\To\\credentials.exe optional_paraml optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)
.credentialsProvider(credentials)
.build();

Spaces in file path

ProcessCredentialsProvider credentials =
ProcessCredentialsProvider
.builder()
.command("\"C:\\Path\\With Spaces To\\credentials.exe\" optional_paraml
optional_param2")
.build();

S3Client s3 = S3Client.builder()
.region(Region.US_WEST_2)

.credentialsProvider(credentials)
.build();

Use IAM Roles Anywhere for authentication

IAM Roles Anywhere is an AWS service that allows you to obtain temporary AWS credentials for

workloads running outside of AWS. It enables secure access to AWS resources from on-premises or
other cloud environments.

Before you can authenticate requests with IAM Roles Anywhere, you first need to gather the
required information and download the credential helper tool. By following the Getting started

instructions in the IAM Roles Anywhere User Guide, you can create the necessary artifacts.
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The SDK for Java doesn't have a dedicated credentials provider to retrieve temporary credentials
from IAM Roles Anywhere, but you can use the credential helper tool along with one of the options
to retrieve credentials from an external process.

Use the credential_process setting in a profile

The following snippet in the shared AWS config file shows a profile named roles_anywhere that
uses the credential_process setting:

[profile roles_anywhere]

credential_process = ./aws_signing_helper credential-process \
--certificate /path/to/certificate \
--private-key /path/to/private-key \
--trust-anchor-arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID \
--profile-arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID \
--role-arn arn:aws:iam::account:role/role-name-with-path

You need to replace the text shown in red with your values after you have assembled all the
artifacts. The first element in the setting, aws_signing_helper, is the executable of the
credential helper tool and credential-process is the command.

When you configure a service client to use the roles_anywhere profile—as shown in the
following code—the SDK caches the temporary credentials and refreshes them before they expire:

S3Client s3Client = S3Client.builder()
.credentialsProvider(ProfileCredentialsProvider.builder()
.profileName("roles_anywhere").build())
.build();

Configure a ProcessCredentialsProvider

As shown next, you can use a code-only approach with the ProcessCredentialsProvider
instead of using profile settings:

ProcessCredentialsProvider processCredentialsProvider =
ProcessCredentialsProvider.builder()
.command("""
./aws_signing_helper credential-process \
--certificate /path/to/certificate \
--private-key /path/to/private-key \
--trust-anchor-arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID
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--profile-arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID \
--role-arn arn:aws:iam::account:role/role-name-with-path
"y build();

S3Client s3Client = S3Client.builder()
.credentialsProvider(processCredentialsProvider)
.build();

Replace the text shown in red with your values after you have assembled all the artifacts.

Supply temporary credentials in code

If the default credential chain or a specific or custom provider or provider chain doesn't work for
your application, you can supply temporary credentials directly in code. These can be IAM role
credentials as described above or temporary credentials retrieved from AWS Security Token Service
(AWS STS). If you retrieved temporary credentials using AWS STS, provide them to an AWS service
client as shown in the following code example.

1. Assume a role by calling StsClient.assumeRole().

2. Create a StaticCredentialsProvider object and supply it with the AwsSessionCredentials
object.

3. Configure the service client builder with the StaticCredentialsProvider and build the
client.

The following example creates an Amazon S3 service client using temporary credentials returned
by AWS STS for an IAM assumed role.

// The AWS IAM Identity Center identity (user) who executes this method does not
have permission to list buckets.
// The identity is configured in the [default] profile.
public static void assumeRole(String roleArn, String roleSessionName) {
// The IAM role represented by the 'roleArn' parameter can be assumed by
identities in two different accounts
// and the role permits the user to only list buckets.

// The SDK's default credentials provider chain will find the single sign-on
settings in the [default] profile.

// The identity configured with the [default] profile needs permission to call
AssumeRole on the STS service.

try {
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Credentials tempRoleCredentials;
try (StsClient stsClient = StsClient.create()) {
AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);
tempRoleCredentials = roleResponse.credentials();
}
// Use the following temporary credential items for the S3 client.
String key = tempRoleCredentials.accessKeyId();
String secKey = tempRoleCredentials.secretAccessKey();
String secToken = tempRoleCredentials.sessionToken();

// List all buckets in the account associated with the assumed role
// by using the temporary credentials retrieved by invoking
stsClient.assumeRole().
StaticCredentialsProvider staticCredentialsProvider =
StaticCredentialsProvider.create(
AwsSessionCredentials.create(key, secKey, secToken));
try (S3Client s3 = S3Client.builder()
.credentialsProvider(staticCredentialsProvider)
Lbuild()) {
List<Bucket> buckets = s3.listBuckets().buckets();
for (Bucket bucket : buckets) {
System.out.println("bucket name: " + bucket.name());

}

} catch (StsException | S3Exception e) {
logger.error(e.getMessage());
System.exit(1l);

Permission set

The following permission set defined in AWS IAM Identity Center allows the identity (user) to
perform the following two operations

1. The GetObject operation of the Amazon Simple Storage Service.

2. The AssumeRole operation of the AWS Security Token Service.
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Without assuming the role, the s3.1istBuckets() method shown in the example would fail.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"sts:AssumeRole"
1,
"Resource": [
T
]
}
]
}

Assumed role
Assumed role permissions policy

The following permissions policy is attached to the role that is assume in the previous example.
This permissions policy permits the ability to list all buckets in the same account as the role.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"
]
}
]
}
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Assumed role trust policy

The following trust policy is attached to the role that is assume in the previous example. The policy
allows the role to be assumed by identities (users) in two accounts.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :555555555555  root"
]
},
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

Read IAM role credentials on Amazon EC2

You can use an IAM role to manage temporary credentials for applications that are running on an
EC2 instance and making AWS CLI or AWS API requests. This is preferable to storing access keys
within the EC2 instance. To assign an AWS role to an EC2 instance and make it available to all of

its applications, you create an instance profile that is attached to the instance. An instance profile
contains the role and enables programs that are running on the EC2 instance to get temporary
credentials. For more information, see Use an IAM role to grant permissions to applications running

on Amazon EC2 instances in the IAM User Guide.

This topic provides information on how to set up your Java application to run on an EC2 instance
and enable the SDK for Java to acquire IAM role credentials.

Acquire IAM role credentials from the environment

If your application creates an AWS service client by using the create method (or
builder().build() methods), the SDK for Java uses the default credentials provider chain. The
default credentials provider chain searches the execution environment for configuration elements
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that the SDK can trade for temporary credentials. The the section called “Default credentials

provider chain” section describes the full search process.

The final step in the default provider chain is available only when your application runs on an
Amazon EC2 instance. In this step, the SDK uses an InstanceProfileCredentialsProvider to
read the IAM role defined in the EC2 instance profile. The SDK then acquires temporary credentials
for that IAM role.

Although these credentials are temporary and would eventually expire, an
InstanceProfileCredentialsProvider periodically refreshes them for you so that they
continue to allow access to AWS.

Acquire IAM role credentials programmatically

As an alternative to the default credentials provider chain that eventually uses an
InstanceProfileCredentialsProvider on EC2, you can configure a service client explicitly
with an InstanceProfileCredentialsProvider. This approach is shown in the following
snippet.

S3Client s3 = S3Client.builder()
.credentialsProvider(InstanceProfileCredentialsProvider.create())
.build();

Securely acquire IAM role credentials

By default, EC2 instances run IMDS (Instance Metadata Service) that allows the SDK's
InstanceProfileCredentialsProvider to access information such as the IAM role that has
been configured. EC2 instances run two versions of IMDS by default:

 Instance Metadata Service Version 1 (IMDSv1) — a request/response method

« Instance Metadata Service Version 2 (IMDSv2) — a session-oriented method

IMDSv2 is a more secure approach than IMDSv1.

By default, the Java SDK first tries IMDSv2 to get the IAM role, but if that fails, it tries IMDSv1.
However, since IMDSv1 is less secure, AWS recommends the use of IMDSv2 only and to disable the
SDK from trying IMDSv1.

To use the more secure approach, disable the SDK from using IMDSv1 by providing one of the
following settings with a value of true.
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e Environment variable: AWS_EC2_METADATA_V1_DISABLED
« JVM system property: aws.disableEc2MetadataV1l
» Shared config file setting: ec2_metadata_v1_disabled

With one of these settings set to true, the SDK does not load IMDS role credentials by using
IMDSv1 if the initial IMDSv2 call fails.

Use AWS Regions

AWS Regions enable service clients to access AWS services that physically resides in a specific
geographic area.

Explicitly configure an AWS Region

To explicitly set a Region, we recommend that you use the constants defined in the Region class.
This is an enumeration of all publicly available regions.

To create a client with an enumerated Region from the class, use the client builder's region
method.

Ec2Client ec2 = Ec2Client.builder()
.region(Region.US_WEST_2)
.build();

If the Region you want to use isn't one of the enumerations in the Region class, you can create a
new Region by using the static of method. This method allows you access to new Regions without
upgrading the SDK.

Region newRegion = Region.of("us-east-42");
Ec2Client ec2 = Ec2Client.builder()
.region(newRegion)
.build();

(® Note

After you build a client with the builder, it's immutable and the AWS Region cannot be
changed. If you need to work with multiple AWS Regions for the same service, you should
create multiple clients—one per Region.
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Let the SDK automatically determine the Region from the environment

When your code runs on Amazon EC2 or AWS Lambda, you might want to configure clients

to use the same AWS Region that your code is running on. This decouples your code from the
environment it's running in and makes it easier to deploy your application to multiple AWS Regions
for lower latency or redundancy.

To use the default credential/region provider chain to determine the Region from the environment,
use the client builder's create method.

Ec2Client ec2 = Ec2Client.create();

If you don't explicitly set an AWS Region by using the region method, the SDK consults the
default region provider chain to determine the Region to use.

Understand the default region provider chain

The SDK takes the following steps to look for an AWS Region :
1. Any explicit Region set by using region on the builder itself takes precedence over anything
else.

2. The AWS_REGION environment variable is checked. If it's set, that Region is used to configure the
client.

(@ Note

The Lambda container sets this environment variable.

3. The SDK checks the AWS shared configuration file and shared credentials file (usually located at
~/.aws/configand ~/.aws/credentials). If the region property is present, the SDK uses
it.

« If the SDK finds the region property in both files for the same profile (including the default
profile), the SDK uses the value in the shared credentials file.

e The AWS_CONFIG_FILE environment variable can be used to customize the location of the
shared config file.

« The AWS_PROFILE environment variable or the aws.profile system property can be used
to specify the profile that the SDK loads.
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4. The SDK attempts to use the Amazon EC2 instance metadata service (IMDS) to determine the
Region of the currently running Amazon EC2 instance.

» For greater security, you should disable the SDK from attempting to use version 1 of IMDS.
You use the same setting to disable version 1 that are described in the the section called

“Securely” section.
5. If the SDK still hasn't found a Region by this point, client creation fails with an exception.

When developing AWS applications, a common approach is to use the shared configuration file
(described in Credential retrieval order) to set the Region for local development, and rely on
the default region provider chain to determine the Region when the application runs on AWS
infrastructure. This greatly simplifies client creation and keeps your application portable.

Check for service availability in a Region

To see if a particular AWS service is available in a Region, use the serviceMetadata and region
method on the service client.

DynamoDbClient.serviceMetadata().regions().forEach(System.out::println);

See the Region class documentation for the AWS Regions you can specify, and use the endpoint
prefix of the service to query.

Choose a specific endpoint

In certain situations—such as to test preview features of a service before the features graduate to
general availability—you may need to specify a specific endpoint in a Region. In these situations,
service clients can be configured by calling the endpointOverride method.

For example, to configure an Amazon EC2 client to use the Europe (Ireland) Region with a specific
endpoint, use the following code.

Ec2Client ec2 = Ec2Client.builderx()
.region(Region.EU_WEST_1)
.endpointOverride(URI.create("https://ec2.eu-west-1.amazonaws.com"))
.build();

See Regions and Endpoints for the current list of regions and their corresponding endpoints for all
AWS services.
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Reduce SDK startup time for AWS Lambda

One of the goals of the AWS SDK for Java 2.x is to reduce the startup latency for AWS Lambda
functions. The SDK contains changes that reduce startup time, which are discussed at the end of
this topic.

First, this topic focuses on changes that you can make to reduce cold start times. These include
making changes in your code structure and in the configuration of service clients.

Use an AWS CRT-based HTTP client

For working with AWS Lambda, we recommend the AwsCrtHttpClient for synchronous scenarios
and the AwsCrtAsyncHttpClient for asynchronous scenarios.

The the section called “Configure AWS CRT-based HTTP clients” topic in this guide describes the
benefits of using the HTTP clients, how to add the dependency, and how configure their use by

service clients.

Remove unused HTTP client dependencies

Along with the explicit use of an AWS CRT-based client, you can remove other HTTP clients that
the SDK brings in by default. Lambda startup time is reduced when fewer libraries need to be
loaded, so you should remove any unused artifacts that the JVM needs to load.

The following snippet of a Maven pom. xml file shows the exclusion of the Apache-based HTTP
client and the Netty-based HTTP client. (These clients aren't needed when you use an AWS CRT-
based client.) This example excludes the HTTP client artifacts from the S3 client dependency and
adds the aws-crt-client artifact to allow access to the AWS CRT-based HTTP clients.

<project>
<properties>
<aws.java.sdk.version>2.27.21</aws.java.sdk.version>
<properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.java.sdk.version}</version>
<type>pom</type>
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<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>
</dependencies>
</project>

® Note

Add the <exclusions> element to all service client dependencies in your pom. xml file.

Configure service clients to shortcut lookups
Specify a region

When you create a service client, call the region method on the service client builder. This
shortcuts the SDK's default Region lookup process that checks several places for the AWS

Region information.

To keep the Lambda code independent of the region, use the following code inside the
region method. This code accesses the AWS_REGION environment variable set by the Lambda
container.
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Region.of(System.getenv(SdkSystemSetting.AWS_REGION.environmentVariable()))

Use the EnvironmentVariableCredentialProvider

Much like the default lookup behavior for the Region information, the SDK looks in several
places for credentials. By specifying the EnvironmentVariableCredentialProvider when
you build a service client, you save time in the SDK's lookup process for credentials.

® Note

Using this credentials provider enables the code to be used in Lambda functions, but
might not work on Amazon EC2 or other systems.

If you intend to use Lambda SnapStart for Java at some point, you should rely

on the default credentials provider chain to lookup credentials. If you specify the
EnvironmentVariableCredentialsProvider, the initial credentials lookup

works, but when SnapStart is activated, the Java runtime sets container credentials
environment variables. On activation, the environment variables used by the
EnvironmentVariableCredentialsProvider—access key environment variables—
are not available to the Java SDK.

The following code snippet shows an S3 service client appropriately configured for use in a Lambda
environment.

S3Client s3Client = S3Client.builder()

.region(Region.of (System.getenv(SdkSystemSetting.AWS_REGION.environmentVariable())))
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.httpClient(AwsCrtHttpClient.builder().build())

.build();

Initialize the SDK client outside of the Lambda function handler

We recommend initializing an SDK client outside of the Lambda handler method. This way, if the
execution context is reused, the initialization of the service client can be skipped. By reusing the
client instance and its connections, subsequent invocations of the handler method occur more
quickly.
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In the following example, the S3C1lient instance is initialized in the constructor using a static
factory method. If the container that is managed by the Lambda environment is reused, the
initialized S3Client instance is reused.

public class App implements RequestHandler<Object, Object> {
private final S3Client s3Client;

public App() {
s3Client = DependencyFactory.s3Client();

}
@Override
public Object handle Request(final Object input, final Context context) {

ListBucketResponse response = s3Client.listBuckets();
// Process the response.

Minimize dependency injection

Dependency injection (DI) frameworks might take additional time to complete the setup process.
They might also require additional dependencies, which take time to load.

If a DI framework is needed, we recommend using lightweight DI frameworks such as Dagger.
Use a Maven Archetype targeting AWS Lambda

The AWS Java SDK team has developed a Maven Archetype template to bootstrap a Lambda
project with minimal startup time. You can build out a Maven project from the archetype and know

that the dependencies are configured suitably for the Lambda environment.

To learn more about the archetype and work through an example deployment, see this blog post.

Consider Lambda SnapStart for Java

If your runtime requirements are compatible, AWS offers Lambda SnapStart for Java. Lambda

SnapStart is an infrastructure-based solution that improves startup performance for Java
functions. When you publish a new version of a function, Lambda SnapStart initializes it and takes
an immutable, encrypted snapshot of the memory and disk state. SnapStart then caches the
snapshot for reuse.
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Version 2.x changes that affect startup time

In addition to changes that you make to your code, version 2.x of the SDK for Java includes three
primary changes that reduce startup time:

 Use of jackson-jr, which is a serialization library that improves initialization time
+ Use of the java.time libraries for date and time objects, which is part of the JDK
 Use of SIf4j for a logging facade

Additional resources

The AWS Lambda Developer Guide contains a section on best practices for developing Lambda
functions that is not Java specific.

For an example of building a cloud-native application in Java that uses AWS Lambda, see this
workshop content. The workshop discussion performance optimization and other best practices.

You can consider using static images that are compiled ahead of time to reduce startup latency. For
example, you can use the SDK for Java 2.x and Maven to build a GraalVM native image.

HTTP clients

You can change the HTTP client to use for your service client as well as change the default
configuration for HTTP clients with the AWS SDK for Java 2.x. This section discusses HTTP clients
and settings for the SDK.

HTTP clients available in the SDK for Java

Synchronous clients

Synchronous HTTP clients in the SDK for Java implement the SdkHttpClient interface. A
synchronous service client, such as the S3Client or the DynamoDbClient, requires the use of a

synchronous HTTP client. The AWS SDK for Java offers three synchronous HTTP clients.
ApacheHttpClient (default)

ApacheHttpClient is the default HTTP client for synchronous service clients. For information

about configuring the ApacheHttpClient, see Configure the Apache-based HTTP client.
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AwsCrtHttpClient

AwsCrtHttpClient provides high throughput and non-blocking 10. It is built on the

AWS Common Runtime (CRT) Http Client. For information about configuring the
AwsCrtHttpClient and using it with service clients, see the section called “Configure AWS
CRT-based HTTP clients”.

UrlConnectionHttpClient

To minimize the number of jars and third-party libraries you application uses, you can use the
UrlConnectionHttpClient. For information about configuring the UrlConnectionHttpClient,
see Configure the URLConnection-based HTTP client.

Asynchronous clients

Asynchronous HTTP clients in the SDK for Java implement the SdkAsyncHttpClient interface. An
asynchronous service client, such as the S3AsyncClient or the DynamoDbAsyncClient, requires
the use of an asynchronous HTTP client. The AWS SDK for Java offers two asynchronous HTTP
clients.

NettyNioAsyncHttpClient (default)

NettyNioAsyncHttpClient is the default HTTP client used by asynchronous clients. For
information about configuring the NettyNioAsyncHttpClient, see the section called
“Configure the Netty-based HTTP client”.

AwsCrtAsyncHttpClient

The AwsCrtAsyncHttpClient is based on the AWS Common Runtime (CRT) HTTP Client.
For information about configuring the AwsCrtAsyncHttpClient, see the section called
“Configure AWS CRT-based HTTP clients".

HTTP client recommendations

Several factors come into play when you choose an HTTP client implementation. Use the following
information to help you decide.

Recommendation flowchart

The following flowchart provides general guidance to help you determine which HTTP client to
use.

Client recommendations 69


https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/urlconnection/UrlConnectionHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/async/SdkAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/nio/netty/NettyNioAsyncHttpClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/http/crt/AwsCrtAsyncHttpClient.html

AWS SDK for Java 2.x

Developer Guide for version 2.x

Do you call AWS APIs that
require HTTP/2 support
such as AWS Kinesis
subscribeToShard API?

Mo /| don't know

Is your application
running in AWS
Lambda?

Mo /| don't know

What is more
important, low
latency or high

throughput?

low latency

Do you have a
requirement for
minimizing JAR

size or third-
party libraries?

Yes———»  Netty (async) |

e, ~

Do you use sync e N
Yes > SDK clients or —Sync—»  AWS CRT (sync) |

async 5DK clients? S 7
asyne > AWS CRT (async) |
high throughput / Do you use sync g ™
— Tldon'tknow < * SDK cllent:r» or —Sync—=s  AWS CRT (sync) |

async SDK clients? e g
—————async——»  AWS CRT (async) |

Ve » URL Connection
\ (sync)

Client recommerrdations

Mo /| don't know

70



AWS SDK for Java 2.x Developer Guide for version 2.x

HTTP client comparison

The following table provides detailed information for each HTTP client.

HTTP client Sync or async When to use Limitation/
drawback
Apache-based Sync Use it if you prefer low latency over Slower startup
HTTP client high throughput time compared
to other HTTP
(default sync clients
HTTP client)
URLConnection-  Sync Use it if you have a hard requireme Does not
based HTTP nt for limiting third-party support the
client dependencies HTTP PATCH
method,
required by
some APIS
like Amazon
APlGatewa
y Update
operations
AWS CRT-based  Sync « Use it if your application is running  The following
sync HTTP in AWS Lambda Java system
client’ properties are

« Use it if you prefer high throughpu not supported:
t over low latency
e javax.net

« Use it if you prefer sync SDK clients ssl.keyStore

e javax.net
.ssl.keyS
torePassword

e javax.net
.ssl.trustStore

e javax.net
.ssl.trus
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Smart configuration defaults

The AWS SDK for Java 2.x (version 2.17.102 or later) offers a smart configuration defaults feature.
This feature optimizes two HTTP client properties along with other properties that don't affect the
HTTP client.

The smart configuration defaults set sensible values for the connectTimeoutInMillis and
tlsNegotiationTimeoutInMillis properties based on a defaults mode value that you provide.
You choose the defaults mode value based on your application's characteristics.

For more information about smart configuration defaults and how to choose the defaults mode
value that is best suited for your applications, see the AWS SDKs and Tools Reference Guide.

Following are four ways to set the defaults mode for your application.

Service client

Use the service client builder to configure the defaults mode directly on the service client. The
following example sets the defaults mode to auto for the DynamoDbClient.

DynamoDbClient ddbClient = DynamoDbClient.builder()
.defaultsMode(DefaultsMode.AUTO)
.build();

System property

You can use the aws.defaultsMode system property to specify the defaults mode. If you set
the system property in Java, you need to set the property before initializing any service client.

The following example shows you how to set the defaults mode to auto using a system
property set in Java.

System.setProperty("aws.defaultsMode", "auto");

The following example demonstrates how you set the defaults mode to auto using a -D option
of the java command.

java -Daws.defaultsMode=auto

Smart defaults 74


https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html

AWS SDK for Java 2.x Developer Guide for version 2.x

Environment variable

Set a value for environment variable AWS_DEFAULTS_MODE to select the defaults mode for your
application.

The following information shows the command to run to set the value for the defaults mode to
auto using an environment variable.

Operating system Command to set environment variables
Linux, macQOS, or Unix export AWS_DEFAULTS_MODE=auto
Windows set AWS_DEFAULTS_MODE=auto

AWS config file

You can add a defaults_mode configuration property to the shared AWS config file as the
following example shows.

[default]
defaults_mode = auto

If you set the defaults mode globally with the system property, environment variable, or AWS
config file, you can override the settings when you build an HTTP client.

When you build an HTTP client with the httpClientBuildexr () method, settings apply only to
the instance that you are building. An example of this is shown here. The Netty-based HTTP client
in this example overrides any default mode values set globally for connectTimeoutInMillis
and tlsNegotiationTimeoutInMillis.

Configure the Apache-based HTTP client

Synchronous service clients in the AWS SDK for Java 2.x use an Apache-based HTTP client,
ApacheHttpClient by default. The SDK's ApacheHttpClient is based on the Apache HttpClient.

The SDK also offers the UrlConnectionHttpClient, which loads more quickly, but has fewer features.
For information about configuring the UrlConnectionHttpClient, see the section called
“Configure the URLConnection-based HTTP client".
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To see the full set of configuration options available to you for the ApacheHttpClient, see
ApacheHttpClient.Builder and ProxyConfiguration.Builder.

Access the ApacheHttpClient

In most situations, you use the ApacheHttpClient without any explicit configuration. You declare
your service clients and the SDK will configure the ApacheHttpClient with standard values for
you.

If you want to explicitly configure the ApacheHttpClient or use it with multiple service clients,
you need to make it available for configuration.

No configuration needed

When you declare a dependency on a service client in Maven, the SDK adds a runtime dependency
on the apache-client artifact. This makes the ApacheHttpClient class available to your code
at runtime, but not at compile time. If you are not configuring the Apache-based HTTP client, you
do not need to specify a dependency for it.

In the following XML snippet of a Maven pom. xml file, the dependency declared with
<artifactId>s3</artifactId> automatically brings in the Apache-based HTTP client. You
don't need to declare a dependency specifically for it.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<!-- The s3 dependency automatically adds a runtime dependency on the
ApacheHttpClient-->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>
</dependencies>
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With these dependencies, you cannot make any explicit HTTP configuration changes, because the
ApacheHttpClient library is only on the runtime classpath.

Configuration needed

To configure the ApacheHttpClient, you need to add a dependency on the apache-client
library at compile time.

Refer to the following example of a Maven pom. xml file to configure the ApacheHttpClient.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
</dependency>
<l-- By adding the apache-client dependency, ApacheHttpClient will be added to
the compile classpath so you can configure it. -->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</dependency>
</dependencies>

Use and configure the ApacheHttpClient

You can configure an instance of ApacheHttpClient along with building a service client, or you
can configure a single instance to share across multiple service clients.

With either approach, you use the ApacheHttpClient.Builder to configure the properties for
the Apache-based HTTP client.
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Best practice: dedicate an ApacheHttpClient instance to a service client

If you need to configure an instance of the ApacheHttpClient, we recommend that you build
the dedicated ApacheHttpClient instance. You can do so by using the httpClientBuilder
method of the service client's builder. This way, the lifecycle of the HTTP client is managed by the
SDK, which helps avoid potential memory leaks if the ApacheHttpClient instance is not closed
down when it's no longer needed.

The following example creates an S3Client and configures the embedded instance of
ApacheHttpClient with maxConnections and connectionTimeout values. The HTTP
instance is created using the httpClientBuilder method of S3Client.Builder.

Imports

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.s3.S3Client;
import java.time.Duration;

Code

S3Client s3Client = S3Client // Singleton: Use the s3Client for all requests.
.builder()
.httpClientBuilder(ApacheHttpClient.builder()
.maxConnections(100)
.connectionTimeout(Duration.ofSeconds(5))
).build();

// Perform work with the s3Client.

s3Client.close(); // Requests completed: Close all service clients.

Alternative approach: share an ApacheHttpClient instance

To help keep resource and memory usage lower for your application, you can configure an
ApacheHttpClient and share it across multiple service clients. The HTTP connection pool will be
shared, which lowers resource usage.
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® Note

When an ApacheHttpClient instance is shared, you must close it when it is ready to be
disposed. The SDK will not close the instance when the service client is closed.

The following example configures an Apache-based HTTP client that is used by two service clients.
The configured ApacheHttpClient instance is passed to the httpClient method of each
builder. When the service clients and the HTTP client are no longer needed, the code explicitly
closes them. The code closes the HTTP client last.

Imports

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.apache.ApacheHttpClient;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
import software.amazon.awssdk.services.s3.S3Client;

Code

SdkHttpClient apacheHttpClient = ApacheHttpClient.builder()
.maxConnections(100).build();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client =
S3Client.builder()
.httpClient(apacheHttpClient).build();

DynamoDbClient dynamoDbClient =
DynamoDbClient.builder()
.httpClient(apacheHttpClient).build();

// Perform work with the s3Client and dynamoDbClient.

// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();

apacheHttpClient.close(); // Explicitly close apacheHttpClient.
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Proxy configuration example

The following code snippet uses the proxy configuration builder for the Apache HTTP client.

SdkHttpClient apacheHttpClient = ApacheHttpClient.builder()

.proxyConfiguration(ProxyConfiguration.buildexr()
.endpoint(URI.create("http://example.com:1234"))
.username("username")
.password("password")
.addNonProxyHost("localhost")
.addNonProxyHost("host.example.com")
.build())

.build();

The equivalent Java system properties for the proxy configuration are shown in the following
command line snippet.

$ java -Dhttp.proxyHost=example.com -Dhttp.proxyPort=1234 -Dhttp.proxyUser=username \
-Dhttp.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...

App
The equivalent setup that uses environment variables is:

// Set the following environment variables.
// $ export HTTP_PROXY="http://username:password@eexample.com:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkHttpClient apacheHttpClient = ApacheHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.buildexr()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();

// Run the application.
// $ java -cp ... App

(® Note

The Apache HTTP client does not currently support HTTPS proxy system properties or the
HTTPS_PROXY environment variable.
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Configure the URLConnection-based HTTP client

The AWS SDK for Java 2.x offers a lighter-weight Ur1ConnectionHttpClient HTTP client in
comparison to the default ApacheHttpClient. The UrlConnectionHttpClient is based on

Java's URLConnection.

The UrlConnectionHttpClient loads more quickly than the Apache-based HTTP client, but has
fewer features. Because it loads more quickly, it is a good solution for Java AWS Lambda functions.

The UrlConnectionHttpClient has several configurable options that you can access.

(® Note

The UrlConnectionHttpClient does not support the HTTP PATCH method.
A handful of AWS API operations require PATCH requests. Those operation names usually
start with Update*. The following are several examples.

« Several Update* operations in the AWS Security Hub API and also the

BatchUpdateFindings operation

« All Amazon APl Gateway APl Update* operations

» Several Update* operations in the Amazon WorkDocs API

If you might use the UrlConnectionHttpClient, first refer to the API Reference for
the AWS service that you're using. Check to see if the operations you need use the PATCH
operation.

Access the UrlConnectionHttpClient

To configure and use the UrlConnectionHttpClient, you declare a dependency on the url-
connection-client Maven artifact in your pom. xml file.

Unlike the ApacheHttpClient, the UrlConnectionHttpClient is not automatically added to
your project, so use must specifically declare it.

The following example of a pom. xml file shows the dependencies required to use and configure
the HTTP client.

<dependencyManagement>
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<dependencies>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>

</dependency>

</dependencies>
</dependencyManagement>

<!l-- other dependencies such as s3 or dynamodb -->
<dependencies>
<dependency>

<groupId>software.amazon.awssdk</groupId>
<artifactId>url-connection-client</artifactId>
</dependency>
</dependencies>

Use and configure the UrlConnectionHttpClient

You can configure an instance of UrlConnectionHttpClient along with building a service client,
or you can configure a single instance to share across multiple service clients.

With either approach, you use the UrlConnectionHttpClient.Builder to configure the properties for
the URLConnection-based HTTP client.

Best practice: dedicate an UrlConnectionHttpClient instance to a service client

If you need to configure an instance of the UrlConnectionHttpClient, we recommend
that you build the dedicated UrlConnectionHttpClient instance. You can do so by using
the httpClientBuilder method of the service client's builder. This way, the lifecycle of
the HTTP client is managed by the SDK, which helps avoid potential memory leaks if the
UrlConnectionHttpClient instance is not closed down when it's no longer needed.

The following example creates an S3Client and configures the embedded instance
of UrlConnectionHttpClient with socketTimeout and proxyConfiguration
values. The proxyConfiguration method takes a Java lambda expression of type

Consumer<ProxyConfiguration.Builder>.

Imports
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import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.urlconnection.UrlConnectionHttpClient;
import java.net.URI;

import java.time.Duration;

Code

// Singleton: Use the s3Client for all requests.
S3Client s3Client =
S3Client.buildexr()
.httpClientBuilder(UrlConnectionHttpClient.buildexr()
.socketTimeout(Duration.ofMinutes(5))

.proxyConfiguration(proxy -> proxy.endpoint(URI.create("http://
proxy.mydomain.net:8888"))))

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

// Perform work with the s3Client.

s3Client.close(); // Requests completed: Close the s3client.

Alternative approach: share an UrlConnectionHttpClient instance

To help keep resource and memory usage lower for your application, you can configure an
UrlConnectionHttpClient and share it across multiple service clients. The HTTP connection
pool will be shared, which lowers resource usage.

(@ Note

When an UrlConnectionHttpClient instance is shared, you must close it when it is
ready to be disposed. The SDK will not close the instance when the service client is closed.

The following example configures an URLConnection-based HTTP client that is used by two service
clients. The configured UrlConnectionHttpClient instance is passed to the httpClient
method of each builder. When the service clients and the HTTP client are no longer needed, the
code explicitly closes them. The code closes the HTTP client last.

Imports

import software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;
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import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.urlconnection.ProxyConfiguration;
import software.amazon.awssdk.http.urlconnection.UrlConnectionHttpClient;
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

import software.amazon.awssdk.services.s3.S3Client;

import java.net.URI;

import java.time.Duration;

Code

SdkHttpClient urlHttpClient = UrlConnectionHttpClient.create();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client =
S3Client.builder()
.httpClient(urlHttpClient)
.defaultsMode(DefaultsMode.IN_REGION)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

DynamoDbClient dynamoDbClient =
DynamoDbClient.builder()
.httpClient(urlHttpClient)
.defaultsMode(DefaultsMode.IN_REGION)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

// Perform work with the s3Client and dynamoDbClient.

// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();

urlHttpClient.close();

Use URLConnectionHttpClient and ApacheHttpClient together

When you use the UrlConnectionHttpClient in your application, you must supply each service
client with either a URLConnectionHttpClient instance or a ApacheHttpClient instance
using the service client builder's httpClientBuilder method.

An exception occurs if your program uses multiple service clients and both of the following are
true:

Configure the URLConnection-based HTTP client 84



AWS SDK for Java 2.x Developer Guide for version 2.x

» One service client is configured to use a UrlConnectionHttpClient instance

« Another service client uses the default ApacheHttpClient without explicitly building it with
the httpClient() or httpClientBuilder () methods

The exception will state that multiple HTTP implementations were found on the classpath.

The following example code snippet leads to an exception.

// The dynamoDbClient uses the UrlConnectionHttpClient

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(UrlConnectionHttpClient.create())
.build();

// The s3Client below uses the ApacheHttpClient at runtime, without specifying it.

// An SdkClientException is thrown with the message that multiple HTTP implementations
were found on the classpath.

S3Client s3Client = S3Client.create();

// Perform work with the s3Client and dynamoDbClient.

dynamoDbClient.close();
s3Client.close();

Avoid the exception by explicitly configuring the S3Client with an ApacheHttpClient.

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(UrlConnectionHttpClient.create())
.build();

S3Client s3Client = S3Client.buildexr()
.httpClient(ApacheHttpClient.create()) // Explicitly build the
ApacheHttpClient.
.build();

// Perform work with the s3Client and dynamoDbClient.

dynamoDbClient.close();
s3Client.close();
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® Note
To explicitly create the ApacheHttpClient, you must add a dependency on the apache-

client artifact in your Maven project file.

Proxy configuration example

The following code snippet uses the proxy configuration builder for the URL connection HTTP

client.

SdkHttpClient urlHttpClient = UrlConnectionHttpClient.builder()

.proxyConfiguration(ProxyConfiguration.buildexr()
.endpoint(URI.create("http://example.com:1234"))
.username("username")
.password("password")
.addNonProxyHost("localhost")
.addNonProxyHost("host.example.com")
.build())

.build();

The equivalent Java system properties for the proxy configuration are shown in the following
command line snippet.

$ java -Dhttp.proxyHost=example.com -Dhttp.proxyPort=1234 -Dhttp.proxyUser=username \
-Dhttp.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...

App
The equivalent setup that uses environment variables is:

// Set the following environment variables.
// $ export HTTP_PROXY="http://username:passworde@eexample.com:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkHttpClient apacheHttpClient = UrlConnectionHttpClient.buildexr()
.proxyConfiguration(ProxyConfiguration.builder()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();
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// Run the application.
// $ java -cp ... App

(® Note

The URLConnection-based HTTP client does not currently support HTTPS proxy system
properties or the HTTPS_PROXY environment variable.

Configure the Netty-based HTTP client

The default HTTP client for asynchronous operations in the AWS SDK for Java 2.x is the Netty-
based NettyNioAsyncHttpClient. The Netty-based client is based on the asynchronous event-driven

network framework of the Netty project.

As an alternative HTTP client, you can use the new AWS CRT-based HTTP client. This topic shows

you how to configure the NettyNioAsyncHttpClient.
Access the NettyNioAsyncHttpClient

In most situations, you use the NettyNioAsyncHttpClient without any explicit configuration in
asynchronous programs. You declare your asynchronous service clients and the SDK will configure
the NettyNioAsyncHttpClient with standard values for you.

If you want to explicitly configure the NettyNioAsyncHttpClient or use it with multiple service
clients, you need to make it available for configuration.

No configuration needed

When you declare a dependency on a service client in Maven, the SDK adds a runtime dependency
on the netty-nio-client artifact. This makes the NettyNioAsyncHttpClient class available
to your code at runtime, but not at compile time. If you are not configuring the Netty-based HTTP
client, you don't need to specify a dependency for it.

In the following XML snippet of a Maven pom. xml file, the dependency declared with
<artifactId>dynamodb-enhanced</artifactId> transitively brings in the Netty-based
HTTP client. You don't need to declare a dependency specifically for it.

<dependencyManagement>
<dependencies>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>dynamodb-enhanced</artifactId>
</dependency>
</dependencies>

With these dependencies, you cannot make any HTTP configuration changes, since the
NettyNioAsyncHttpClient library is only on the runtime classpath.

Configuration needed

To configure the NettyNioAsyncHttpClient, you need to add a dependency on the netty-
nio-client artifact at compile time.

Refer to the following example of a Maven pom. xml file to configure the
NettyNioAsyncHttpClient.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.27.21</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>dynamodb-enhanced</artifactId>
</dependency>
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<l-- By adding the netty-nio-client dependency, NettyNioAsyncHttpClient will
be
added to the compile classpath so you can configure it. -->
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</dependency>
</dependencies>

Use and configure the NettyNioAsyncHttpClient

You can configure an instance of NettyNioAsyncHttpClient along with building a service client,
or you can configure a single instance to share across multiple service clients.

With either approach, you use the NettyNioAsyncHttpClient.Builder to configure the properties for
the Netty-based HTTP client instance.

Best practice: dedicate a NettyNioAsyncHttpClient instance to a service client

If you need to configure an instance of the NettyNioAsyncHttpClient, we recommend
that you build a dedicated NettyNioAsyncHttpClient instance. You can do so by using
the httpClientBuilder method of the service client's builder. This way, the lifecycle of
the HTTP client is managed by the SDK, which helps avoid potential memory leaks if the
NettyNioAsyncHttpClient instance is not closed down when it's no longer needed.

The following example creates a DynamoDbAsyncClient instance that is used by a
DynamoDbEnhancedAsyncClient instance. The DynamoDbAsyncClient instance

contains the NettyNioAsyncHttpClient instance with connectionTimeout and
maxConcurrency values. The HTTP instance is created using httpClientBuilder method of
DynamoDbAsyncClient.Builder.

Imports

import software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;
import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.enhanced.dynamodb.DynamoDbEnhancedAsyncClient;

import
software.amazon.awssdk.enhanced.dynamodb.extensions.AutoGeneratedTimestampRecordExtension;

import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;

import software.amazon.awssdk.services.dynamodb.DynamoDbAsyncClient;

import java.time.Duration;
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Code

// DynamoDbAsyncClient is the lower-level client used by the enhanced client.
DynamoDbAsyncClient dynamoDbAsyncClient =
DynamoDbAsyncClient
.builder()
.httpClientBuilder(NettyNioAsyncHttpClient.builder()
.connectionTimeout(Duration.ofMillis(5_000))
.maxConcurrency(100)
.tlsNegotiationTimeout(Duration.ofMillis(3_500)))
.defaultsMode(DefaultsMode.IN_REGION)

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.build();

// Singleton: Use dynamoDbAsyncClient and enhancedClient for all requests.
DynamoDbEnhancedAsyncClient enhancedClient =
DynamoDbEnhancedAsyncClient
.builder()
.dynamoDbClient(dynamoDbAsyncClient)
.extensions(AutoGeneratedTimestampRecordExtension.create())
.build();

// Perform work with the dynamoDbAsyncClient and enhancedClient.

// Requests completed: Close dynamoDbAsyncClient.
dynamoDbAsyncClient.close();

Alternative approach: share a NettyNioAsyncHttpClient instance

To help keep resource and memory usage lower for your application, you can configure a
NettyNioAsyncHttpClient and share it across multiple service clients. The HTTP connection
pool will be shared, which lowers resource usage.

(@ Note

When a NettyNioAsyncHttpClient instance is shared, you must close it when it is ready
to be disposed. The SDK will not close the instance when the service client is closed.

The following example configures a Netty-based HTTP client that is used by two service clients.
The configured NettyNioAsyncHttpClient instance is passed to the httpClient method of
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each builder. When the service clients and the HTTP client are no longer needed, the code explicitly
closes them. The code closes the HTTP client last.

Imports

import software.
import software.
import software.
import software.

Code

amazon.
amazon.
amazon.

amazon

awssdk.http.SdkHttpClient;
awssdk.http.apache.ApacheHttpClient;
awssdk.services.dynamodb.DynamoDbClient;

.awssdk.services.s3.S3Client;

// Create a NettyNioAsyncHttpClient shared instance.
SdkAsyncHttpClient nettyHttpClient =
NettyNioAsyncHttpClient.builder().maxConcurrency(100).build();

// Singletons: Use the s3AsyncClient, dbAsyncClient, and enhancedAsyncClient for all

requests.

S3AsyncClient s3AsyncClient =

S3AsyncClient.buildex()
.httpClient(nettyHttpClient)
.build();

DynamoDbAsyncClient dbAsyncClient =
DynamoDbAsyncClient.builder()

.credentialsProvider(EnvironmentVariableCredentialsProvider.create())

.httpClient(nettyHttpClient)
.defaultsMode(DefaultsMode.IN_REGION)

.build();

DynamoDbEnhancedAsyncClient enhancedAsyncClient =
DynamoDbEnhancedAsyncClient.builder()

.dynamoDbClient(dbAsyncClient)

.extensions(AutoGeneratedTimestampRecordExtension.create())

.build();

// Perform work with s3AsyncClient, dbAsyncClient, and enhancedAsyncClient.

// Requests completed: Close all service clients.
s3AsyncClient.close();
dbAsyncClient.close()
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nettyHttpClient.close(); // Explicitly close nettyHttpClient.

Configure ALPN protocol negotiation

ALPN (Application-Layer Protocol Negotiation) is a TLS extension that allows the application layer
to negotiate which protocol should be performed over a secure connection in a manner that avoids
additional round trips and provides better performance.

To enable the Netty-based HTTP client to use ALPN, call the builder methods as shown in the
following snippet:

import software.amazon.awssdk.http.Protocol;

import software.amazon.awssdk.http.ProtocolNegotiation;

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;

import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;

import
software.amazon.awssdk.services.transcribestreaming.TranscribeStreamingAsyncClient;

// Configure the Netty-based HTTP client to use the ALPN protocol.
SdkAsyncHttpClient nettyClient = NettyNioAsyncHttpClient.buildexr()
.protocol(Protocol.HTTP2)

.protocolNegotiation(ProtocolNegotiation.ALPN)
.build();
// Use the Netty-based HTTP client with a service client.
TranscribeStreamingAsyncClient transcribeClient =
TranscribeStreamingAsyncClient.builder()

.httpClient(nettyClient)

.build();

ALPN protocol negotiation currently works with only with the HTTP/2 protocol as shown in the
previous snippet.

Proxy configuration example

The following code snippet uses the proxy configuration builder for the Netty HTTP client.

SdkAsyncHttpClient nettyHttpClient = NettyNioAsyncHttpClient.builder()
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.proxyConfiguration(ProxyConfiguration.builder()
.scheme("https")
.host("myproxy")
.port(1234)
.username("username")
.password("password")
.nonProxyHosts(Set.of("localhost", "host.example.com"))
.build())

.build();

The equivalent Java system properties for the proxy configuration are shown in the following
command line snippet.

$ java -Dhttps.proxyHost=myproxy -Dhttps.proxyPort=1234 -Dhttps.proxyUser=username \
-Dhttps.proxyPassword=password -Dhttp.nonProxyHosts=localhost|host.example.com -cp ...

App

/A Important

To use any of the HTTPS proxy system properties, the scheme property must be set in code
to https. If the scheme property is not set in code, the scheme defaults to HTTP and the
SDK looks only for http. * system properties.

The equivalent setup that uses environment variables is:

// Set the following environment variables.
// $ export HTTPS_PROXY="https://username:password@myproxy:1234"
// $ export NO_PROXY="localhost|host.example.com"

// Set the 'useSystemPropertyValues' to false on the proxy configuration.
SdkAsyncHttpClient nettyHttpClient = NettyNioAsyncHttpClient.builder()
.proxyConfiguration(ProxyConfiguration.builder()
.useSystemPropertyValues(Boolean.FALSE)
.build())
.build();

// Run the application.
// $ java -cp ... App
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Configure AWS CRT-based HTTP clients

The AWS CRT-based HTTP clients include the synchronous AwsCrtHttpClient and asynchronous
AwsCrtAsyncHttpClient. The AWS CRT-based HTTP clients provide the following HTTP client
benefits:

» Faster SDK startup time

« Smaller memory footprint

» Reduced latency time

« Connection health management

» DNS load balancing

AWS CRT-based components in the SDK

The AWS CRT-based HTTP clients, described in this topic, and the AWS CRT-based S3 client are
different components in the SDK.

The synchronous and asynchronous AWS CRT-based HTTP clients are implementations SDK HTTP
client interfaces and are used for general HTTP communication. They are alternatives to the other
synchronous or asynchronous HTTP clients in the SDK with additional benefits.

The AWS CRT-based S3 client is an implementation of the S3AsyncClient interface and is used for
working with the Amazon S3 service. It is an alternative to the Java-based implementation of the

S3AsyncClient interface and offers several advantages.

Although both components use libraries from the AWS Common Runtime, the AWS CRT-based
HTTP clients do not use the aws-c-s3 library and do not support the S3 multipart upload API
features. The AWS CRT-based S3 client, by contrast, was purpose-built to support the S3 multipart
upload API features.

Access the AWS CRT-based HTTP clients

Before you can use the AWS CRT-based HTTP clients, add the aws-crt-client artifact with a
minimum version of 2.22.0 to your project's dependencies.

Use one of the following options to set up your Maven pom. xml file.
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® Note

You might choose to use the Platform-specific jar option if you need to keep the size of
the runtime dependencies smaller, for example if your application runs in an AWS Lambda
function.

Uber-jar option

By default, the aws-crt-client uses an uber-jar of AWS CRT artifacts that contains binaries
for several platforms, including Linux, Windows, and macOS.

<project>
<properties>
<aws.sdk.java.version>2.29.10%*</aws.sdk.java.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.sdk.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
</dependency>
</dependencies>
</project>

*Replace the version shown in red with the version of the Java SDK that you want to use. Find
the latest on Maven Central.

Platform-specific jar option

To restrict the Java runtime to platform-specific version of the AWS CRT library, make the
following changes to the Uber-jar option.
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« Add an exclusions element to the SDK's aws-crt-client artifact. This exclusion prevents
the SDK from transitively using the AWS CRT uber-jar.

« Add a dependency element for the specific AWS CRT platform version you need. See the
Steps to determine the AWS CRT artifact version below for how you can determine the
correct version.

<project>
<properties>
<aws.sdk.java.version>2.29.1@1</aws.sdk.java.version>
</properties>
<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>${aws.sdk.java.version}</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupIld>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk.crt</groupId>
<artifactId>aws-crt</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk.crt</groupId>
<artifactId>aws-crt</artifactId>
<version>0.31.3°</version>
<classifier>Zinux-x86_643</classifier>
</dependency>
</dependencies>
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1Replace the version shown in red with the version of the Java SDK that you want to use. Find
the latest on Maven Central.

2Replace the version of software.amazon.awssdk.crt:aws-crt that would be provided by

the Uber-jar option. See the following Steps to determine the AWS CRT artifact version.

3Replace the classifier value with one for your platform. Refer to the AWS CRT for Java

GitHub page for a listing of available values.

Steps to determine the AWS CRT artifact version

Use the following steps to determine the AWS CRT artifact version that is compatible with the
version of the SDK for Java that you are using.

1.

Set up your pom. xml file as shown in the Uber-jar option. This setup allows you to see what
version of software.amazon.awssdk.crt:aws-crt the SDK brings in by default.

At the root of the project (in the same directory as the pom. xml file), run the following
Maven command:

mvn dependency:tree -Dincludes=software.amazon.awssdk.crt:aws-crt

Maven might perform other actions, but at the end you should see console output of the
software.amazon.awssdk.crt:aws-crt dependency that the SDK transitively uses.
The following snippet shows sample output based on an SDK version of 2.29.10:

[INFO] org.example:yourProject:jar:1.0-SNAPSHOT
[INFO] \- software.amazon.awssdk:aws-crt-client:jar:2.29.10:compile
[INFO] \- software.amazon.awssdk.crt:aws-crt:jar:0.31.3:compile

Use the version that the console shows for the software.amazon.awssdk.crt:aws-
crt artifact. In this case, add ©0.31.3 to your pom. xml file.

Use and configure an AWS CRT-based HTTP client

You can configure an AWS CRT-based HTTP client along with building a service client, or you can

configure a single instance to share across multiple service clients.

With either approach, you use a builder to configure the properties for the AWS CRT-based HTTP

client instance.
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Best practice: dedicate an instance to a service client

If you need to configure an instance of an AWS CRT-based HTTP client, we recommend that you
dedicate the instance by building it along with the service client . You can do so by using the
httpClientBuilder method of the service client's builder. This way, the lifecycle of the HTTP
client is managed by the SDK, which helps avoid potential memory leaks if the AWS CRT-based
HTTP client instance is not closed down when it's no longer needed.

The following example creates an S3 service client and configures an AWS CRT-based HTTP client
with connectionTimeout and maxConcurrency values.

Synchronous client

Imports

import software.amazon.awssdk.http.crt.AwsCrtHttpClient;
import software.amazon.awssdk.services.s3.S3Client;
import java.time.Duration;

Code

// Singleton: Use s3Client for all requests.
S3Client s3Client = S3Client.buildexr()
.httpClientBuilder(AwsCrtHttpClient
.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100))
.build();

// Perform work with the s3Client.

// Requests completed: Close the s3Client.
s3Client.close();

Asynchronous client

Imports

import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;
import software.amazon.awssdk.services.s3.S3AsyncClient;
import java.time.Duration;
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Code

// Singleton: Use s3AsyncClient for all requests.
S3AsyncClient s3AsyncClient = S3AsyncClient.buildex()
.httpClientBuilder(AwsCrtAsyncHttpClient
.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100))
.build();

// Perform work with the s3AsyncClient.

// Requests completed: Close the s3AsyncClient.
s3AsyncClient.close();

Alternative approach: share an instance

To help keep resource and memory usage lower for your application, you can configure an AWS
CRT-based HTTP client and share it across multiple service clients. The HTTP connection pool will
be shared, which lowers resource usage.

(@ Note

When an AWS CRT-based HTTP client instance is shared, you must close it when it is ready
to be disposed. The SDK will not close the instance when the service client is closed.

The following example configures an AWS CRT-based HTTP client instance with
connectionTimeout and maxConcurrency values. The configured instance is passed to the
httpClient method of each service client's builder. When the service clients and the HTTP client
are no longer needed, they are explicitly closed. The HTTP client is closed last.

Synchronous client

Imports

import
software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;

import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.SdkHttpClient;

import software.amazon.awssdk.http.crt.AwsCrtHttpClient;
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dynamodb.DynamoDbClient;
import software.amazon.awssdk.services.s3.S3Client;

import java.time.Duration;

Code

// Create an AwsCrtHttpClient shared instance.
SdkHttpClient crtHttpClient = AwsCrtHttpClient.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100)
.build();

// Singletons: Use the s3Client and dynamoDbClient for all requests.
S3Client s3Client = S3Client.builder()
.httpClient(crtHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.crea
.defaultsMode(DefaultsMode.IN_REGION)
.region(Region.US_EAST_1)
.build();

DynamoDbClient dynamoDbClient = DynamoDbClient.builder()
.httpClient(crtHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.crea
.defaultsMode(DefaultsMode.IN_REGION)

.region(Region.US_EAST_1)
.build();

// Requests completed: Close all service clients.
s3Client.close();

dynamoDbClient.close();

crtHttpClient.close(); // Explicitly close crtHttpClient.

Asynchronous client

Imports

import
software.amazon.awssdk.auth.credentials.EnvironmentVariableCredentialsProvider;

import software.amazon.awssdk.awscore.defaultsmode.DefaultsMode;

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;

import software.amazon.awssdk.http.crt.AwsCrtAsyncHttpClient;

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.dynamodb.DynamoDbAsyncClient;
import software.amazon.awssdk.services.s3.S3AsyncClient;
import java.time.Duration;

Code

// Create an AwsCrtAsyncHttpClient shared instance.

SdkAsyncHttpClient crtAsyncHttpClient = AwsCrtAsyncHttpClient.builder()
.connectionTimeout(Duration.ofSeconds(3))
.maxConcurrency(100)
.build();

// Singletons: Use the s3AsyncClient and dynamoDbAsyncClient for all requests.
S3AsyncClient s3AsyncClient = S3AsyncClient.builder()
.httpClient(crtAsyncHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.defaultsMode(DefaultsMode.IN_REGION)
.region(Region.US_EAST_1)
.build();

DynamoDbAsyncClient dynamoDbAsyncClient = DynamoDbAsyncClient.buildexr()
.httpClient(crtAsyncHttpClient)
.credentialsProvider(EnvironmentVariableCredentialsProvider.create())
.defaultsMode(DefaultsMode.IN_REGION)

.region(Region.US_EAST_1)
.build();

// Requests completed: Close all service clients.
s3AsyncClient.close();

dynamoDbAsyncClient.close();

crtAsyncHttpClient.close(); // Explicitly close crtAsyncHttpClient.

Set an AWS CRT-based HTTP client as the default

You can setup your Maven build file to have the SDK use an AWS CRT-based HTTP client as the
default HTTP client for service clients.

You do this by adding an exclusions element with the default HTTP client dependencies to each
service client artifact.

In the following pom. xml example, the SDK uses an AWS CRT-based HTTP client for S3 services.
If the service client in your code is an S3AsyncClient, the SDK uses AwsCrtAsyncHttpClient.
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If the service client is an S3Client, the SDK uses AwsCrtHttpClient. With this setup the default

Netty-based asynchronous HTTP client and the default Apache-based synchronous HTTP are not
available.

<project>
<properties>
<aws.sdk.version>VERSION</aws.sdk.version>
</properties>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws.sdk.version}</version>
<exclusions>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>netty-nio-client</artifactId>
</exclusion>
<exclusion>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
</dependency>
</dependencies>
</project>

Visit the Maven central repository for the latest VERSION value.

(® Note

If multiple service clients are declared in a pom. xml file, all require the exclusions XML
element.
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Use a Java system property

To use the AWS CRT-based HTTP clients as the default HTTP for your application, you can set the
Java system property software.amazon.awssdk.http.async.service.impl to a value of
software.amazon.awssdk.http.crt.AwsCrtSdkHttpService.

To set during application start